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the past, present, or future payment for the provision of health care to an
individual.

Individually identifiable health information is information that is a subset of health
information, including demographic information collected from an individual, and:

(1) Is created or received by a health care provider, health plan,
employer, or health care clearinghouse; and

(2) Relates to the past, present, or future physical or mental health or
condition of an individual; the provision of health care to an individual; or
the past, present, or future payment for the provision of health care to an
individual; and

(i) That identifies the individual; or

(ii) With respect to which there is a reasonable basis to believe the
information can be used to identify the individual.

Protected health information means individually identifiable health information:

(1) Except as provided in paragraph (2) of this definition, that is:

(i) Transmitted by electronic media;

(ii) Maintained in electronic media;

(iii) Transmitted or maintained in any other form or medium.

45 C.F.R. § 160.103.  You contend that the submitted information constitutes individually
identifiable protected health information.  Upon review of the information, we agree that it is
protected health information as contemplated by HIPAA.  However, we note that a covered entity
may use protected health information to create information that is not individually identifiable health
information, i.e., de-identified.  45 C.F.R. § 164.502(d)(1).  The privacy standards that govern the
uses and disclosures of protected health information do not apply to information de-identified in
accordance with sections 164.514(a) and (b) of the Code of Federal Regulations.  45 C.F.R. §
164.502(d)(2).

Under  HIPAA,  a  covered entity  may  determine  health  information is not individually
identifiable only under certain circumstances.  One method requires a person with specialized
knowledge   of  generally  accepted  statistical  and  scientific  principles  and  methods for
rendering   information  de-identifiable  to  apply  and  document  such  methods  and principles
to  determine  release  of  protected  health information would result in a very small risk of
individual  identification.  45 C.F.R. § 164.514(b)(1).  The other method requires the covered








