ATTORNEY GENERAL OF TEXAS
GREG ABBOTT

November 4, 2005

Ms. Renée Mauzy

General Counsel

Department of Information Resources
P.O. Box 13564

Austin, Texas 78711-3564

OR2005-09993
Dear Ms. Mauzy:

You ask whether certain information is subject to required public disclosure under the Public
Information Act (the “Act”), chapter 552 of the Government Code. Your request was
assigned ID# 235659.

The Texas Department of Information Resources (the “DIR”) received a request for:
1) information pertaining to costs for state-mandated disaster relief/recovery sites of each
Texas state agency; 2) whether each state agency chose to use the state-owned San Angelo
facility, obtained a waiver to use another disaster relief/recovery site, or built a new site;
3) the city and state in which each disaster relief/recovery site 1s located; 4) records
indicating which state agencies are not in compliance with disaster recovery planning
requirements; 5) and any and all contracts with Northrop Grumman Technical Services, Inc.
(“NGTSI”) since January 1, 1995. You state that the DIR does not maintain information
responsive to portions of the request.! You also state that the DIR has released most of the
remaining responsive information but note that the submitted Supplemental Agreements may
be excepted from disclosure under sections 552.101 and 552.110 of the Government Code.
Although you make no arguments and take no position as to whether the submitted
information is excepted from disclosure, pursuant to section 552.305 of the Government
Code, you notified the interested third parties NGTSI and Bearing Point, Inc. (“Bearing
Point™), as well as the Texas Health and Human Services Commission (“HHSC”), the Texas
Department of Criminal Justice (“TDCJ”), the Texas Education Agency (“TEA”), the Texas

The Act does not require a governmental body to disclose information that did not exist at the time the
request was received, nor does it require a governmental body to prepare new information in response to a
request. Econ. Opportunities Dev. Corp. v. Bustamante, 562 S.W.2d 266 (Tex. Civ. App.—San Antonio 1978,
writ dism’d); Attorney General Opinion H-90 (1973); Open Records Decision Nos. 452 at 2-3 (1986), 342 at 3
(1982), 87 (1975); see also Open Records Decision Nos. 572 at 1 (1990), 555 at 1-2 (1990), 416 at 5 (1984).
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Department of Public Safety (“DPS”), the Texas Workforce Commission (“TWC”), the
Texas Department of Transportation (“DOT”), the Texas Department of Agriculture
(“TDA”), the Texas Alcoholic Beverage Commission (“TABC”), the Texas Parks & Wildlife
Department (“P&WD?”), the Texas Department of Human Services (“DHS”), the Texas
Workers” Compensation Commission (“TWCC?), and the Texas Office of the Attorney
General (“OAG”) of the request and of their right to submit arguments to this office as to
why the requested information should not be released to the requestor.” We have considered
the exceptions you claim and reviewed the submitted information.

Initially, we note that some of the submitted information is not responsive to this request.
This ruling does not address the public availability of any information that is not responsive
to the request, and the DIR need not release such information inresponse to this request. We
have marked this portion of the submitted information accordingly.

An interested third party is allowed ten business days after the date of its receipt of the
governmental body’s notice under section 552.305(d) to submit its reasons, if any, as to why
requested information relating to that party should be withheld from disclosure. See Gov’t
Code § 552.305(d)(2)(B). As of the date of this letter, Bearing Point has not submitted
comments to this office in response to the section 552.305 notice; therefore, we have no basis
to conclude that it has a proprietary interest in the submitted information. See Gov’t Code
§ 552.110(b) (to prevent disclosure of commercial or financial information, party must show
by specific factual or evidentiary material, not conclusory or generalized allegations, that it
actually faces competition and that substantial competitive injury would likely result from
disclosure); Open Records Decision Nos. 639 at 4 (1996), 552 at 5 (1990) (party must
establish prima facie case that information is trade secret), 542 at 3 (1990). Furthermore,
NGTSI has responded to the DIR’s notice stating that it does not object to the release of the
submitted information. Accordingly, the DIR may not withhold any portion of the submitted
information on the basis of any proprietary interest that Bearing Point or NGTSI may have
in this information.

In addition, we have received no comments from HHSC, TDCJ, TEA, DPS, TWC, DOT,
TABC, P&WD, DHS, or TWCC claiming confidentiality of any of the information
pertaining to these governmental bodies. The OAG responded to the DIR’s notice stating
that it does not object to the release of information pertaining to it. Thus, the supplemental
agreements pertaining to these governmental bodies must be released.

The TDA has submitted a brief claiming that portions of its supplemental agreement with
NGTSI should be withheld from disclosure. The TDA notes that under the terms of its
supplemental agreement, information that it deems confidential may not be released by

25ee Gov’t Code § 552.305(d); Open Records Decision No. 542 (1990) (statutory predecessor to Gov’t
Code § 552.305 permits governmental body to rely on interested third party to raise and explain applicability
of exception to disclosure under certain circumstances).
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NGTSIL However, the supplemental agreement also provides that information that has been
released to the public is no longer confidential. Thus, the TDA asserts that the release of the
information at issue will result in the loss of “valuable confidentiality rights.” However, this
office has long held that a governmental body’s promise to keep confidential information that
is subject to the Act is not a basis for withholding the information from the public, unless the
governmental body has specific statutory authority to keep the information confidential.
Open Records Decision Nos. 514 (1988), 479 (1987), 444 (1986). Neither the TDA nor
NGTSI argues, nor is it apparent to this office, that the TDA had statutory authority to keep
confidential the contract at issue or any of the information contained in the contract. Thus,
the submitted information may not be withheld based on this basis.

Finally, TDA raises section 552.139 of the Government Code. Section 552.1 39 provides as
follows:

- (a) Information is excepted from the requirements of Section 552.021 ifitis
information that relates to computer network security or to the design,
operation, or defense of a computer network.

(b) The following information is confidential:
(1) a computer network vulnerability report; and

(2) any other assessment of the extent to which data processing
operations, a computer, or a computer program, network, system, or
software of a governmental body or of a contractor of a governmental
body is vulnerable to unauthorized access or harm, including an
assessment of the extent to which the governmental body’s or
contractor’s electronically stored information is vulnerable to
alteration, damage, or erasure.

Gov’t Code § 552.139. TDA argues that portions of its supplemental agreement withNGTSI
“identify procedures, computer hardware, and computer software that are unique to TDA’s
security protocol” and thus “[r]elease of this information would provide knowledge to a
potential hacker that would assist his attack on TDA’s system.” Upon review, we agree that
a portion of the information at issue constitutes information that relates to computer network
security or to the design, operation, or defense of a computer network. Accordingly, this
information, which we have marked, must be withheld under section 552.139 of the
Government Code. However, TDA has failed to establish how any of the remaining
information at issue falls within the scope of section 552.139 of the Government Code.
Therefore, no portion of the remaining information may be withheld pursuant to
section 552.139.
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In summary, we have marked a portion of the submitted information that must be withheld
under section 552.139 of the Government Code. The remaining submitted information must
be released.

This letter ruling is limited to the particular records at issue in this request and limited to the
facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other records or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For example, governmental bodies are prohibited
from asking the attorney general to reconsider this ruling. Gov’t Code § 552.301(f). If the
governmental body wants to challenge this ruling, the governmental body must appeal by
filing suit in Travis County within 30 calendar days. Id. § 552.324(b). Inorder to get the full
benefit of such an appeal, the governmental body must file suit within 10 calendar days.
Id. § 552.353(b)(3), (c). If the governmental body does not appeal this ruling and the
governmental body does not comply with it, then both the requestor and the attorney general
have the right to file suit against the governmental body to enforce this ruling. Id.
§ 552.321(a).

If this ruling requires the governmental body to release all or part of the requested
information, the governmental body is responsible for taking the next step. Based on the
statute, the attorney general expects that, upon receiving this ruling, the governmental body
will either release the public records promptly pursuant to section 552.221(a) of the
Government Code or file a lawsuit challenging this ruling pursuant to section 552.324 of the
Government Code. If the governmental body fails to do one of these things, then the
requestor should report that failure to the attorney general’s Open Government Hotline, toll
free, at (877) 673-6839. The requestor may also file a complaint with the district or county
attorney. Id. § 552.3215(e).

If this ruling requires or permits the governmental body to withhold all or some of the
requested information, the requestor can appeal that decision by suing the governmental
body. Id. § 552.321(a); Texas Dep’t of Pub. Safety v. Gilbreath, 842 S.W.2d 408, 411
(Tex. App.—Austin 1992, no writ).

Please remember that under the Act the release of information triggers certain procedures for
costs and charges to the requestor. If records are released in compliance with this ruling, be
sure that all charges for the information are at or below the legal amounts. Questions or
complaints about over-charging must be directed to Hadassah Schloss at the Office of the
Attorney General at (512) 475-2497.

If the governmental body, the requestor, or any other person has questions or comments
about this ruling, they may contact our office. Although there is no statutory deadline for
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contacting us, the attorney general prefers to receive any comments within 10 calendar days
of the date of this ruling.

Sincerely,

e

L. Joseph James
Assistant Attorney General
Open Records Division

L)J/seg
Ref: ID# 235659
Enc. Submitted documents

c: Ms. Lisa Falkenberg
Houston Chronicle
1005 Congress Avenue, Suite 1060
Austin, Texas 78701
(w/o enclosures)

Mr. Gary Richardson

Executive Director Texas Programs

Northrop Grumman Information Technology, Inc.
7745 Chevy Chase Drive, Building V, Suite 100
Austin, Texas 78752

(w/o enclosures)

Mr. Brian Tulga

Contracts Manager

Northrop Grumman Information Technology, Inc.
7745 Chevy Chase Drive, Building V, Suite 100
Austin, Texas 78752

(w/o enclosures)

Mr. Donald G. Landry

Information Technology

Northrop Grumman Information Technology, Inc.
7745 Chevy Chase Drive, Building V, Suite 100
Austin, Texas 78752

(w/o enclosures)
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Mr. Steve Aragon

General Counsel

Texas Health and Human Services Commission
P.O. Box 13247

Austin, Texas 78711

(w/o enclosures)

Mr. Gary Miglicco

Vice President

Bearing Point, Inc.

301 Congress, Suite 1300
Austin, Texas 78701
(w/o enclosures)

Mr. Robert L. Bray, CIO

Texas Department of Criminal Justice
861B Highway 45 North

Huntsville, Texas 77320

(w/o enclosures)

Ms. Dana L. Collins, Contracts
Texas Department of Criminal Justice
Two Financial Plaza, Suite 525
Huntsville, Texas 77320

(w/o enclosures)

Mr. Adam Jones

Associate Commissioner
Operations and Fiscal Management
Texas Education Agency

1701 North Congress Avenue
Austin, Texas 78701

(w/o enclosures)

Ms. Mary Lauderdale

Chief, Information Management Service
Texas Department of Public Safety

P.O. Box 4087

Austin, Texas 78773

(w/o enclosures)
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Mr. H. E. Crump, Jr.

Deputy Executive Director
Texas Workforce Commission
101 East 15™ Street

Austin, Texas 78778

(w/o enclosures)

Mr. Randy Slovarp

Texas Workforce Commission
101 East 15™ Street

Austin, Texas 78778

(w/o enclosures)

Mr. Michael W. Behrens, P.E.
Executive Director

Texas Department of Transportation
125 East 11™ Street

Austin, Texas 78701

(w/o enclosures)

Ms. Janice Mullenix

Texas Department of Transportation
125 East 11™ Street

Austin, Texas 78701

(w/o enclosures)

Mr. Martin A. Hubert

Deputy Commissioner

Texas Department of Agriculture
P.O. Box 12847

Austin, Texas 78711

(w/o enclosures)

Mr. Jay Webster

Director of Information Resources Department
Texas Alcoholic Beverage Commission

P.O. Box 13127

Austin, Texas 78711

(w/o enclosures)
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Ms. Jacky D. Branham

Director

Purchasing, Payments and Property
Texas Parks and Wildlife

4200 Smith School Road

Austin, Texas 78744

(w/o enclosures)

Ms. Pamela A. Maxwell
Manager

Contracting Section
Texas Parks and Wildlife
4200 Smith School Road
Austin, Texas 78744
(w/o enclosures)

Ms. Sherry Branham
Manager
Computer/Networks
Texas Parks and Wildlife
4200 Smith School Road
Austin, Texas 78744
(w/o enclosures)

TDHS Texas EBT-2 Project Director
Lone Star Technology Department, Y-980
Texas Department of Human Services
P.O. Box 149030

Austin, Texas 78714

(w/o enclosures)

Ms. Jill Demler

Texas Department of Human Services
P.O. Box 149030

Austin, Texas 78714

(w/o enclosures)

Mr. Robert M. Marquette

Texas Workers’ Compensation Commission
7551 Metro Center Drive, Suite 100

Austin, Texas 78744-1609

(w/o enclosures)
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Ms. Virginia May

Texas Workers’ Compensation Commission
7551 Metro Center Drive, Suite 100

Austin, Texas 78744-1609

(w/o enclosures)

Ms. Ida Sanders
Budget/Accounts Payable
Child Support Division

Office of the Attorney General
P.O. Box 12548

Austin, Texas 78711-2548
(w/o enclosures)

Mr. John Templeton

Data Center Manager

Child Support Division

Office of the Attorney General
P.O. Box 12548

Austin, Texas 78711-2548
(w/o enclosures)

Ms. Cynthia Bryant

Deputy Attorney General for Child Support
Office of the Attorney General

P.O. Box 12548

Austin, Texas 78711-2548

(w/o enclosures)

Ms. Kathy Shafer

Deputy Attorney General for Child Support
Office of the Attorney General

P.O. Box 12548

Austin, Texas 78711-2548

(w/o enclosures)

Ms. Karen Rabon

Public Information Coordinator
Office of the Attorney General
P.O. Box 12548

Austin, Texas 78711-2548
(w/o enclosures)
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Mr. Thomas A. Durvis, Jr.
Director '

Texas Department of Public Safety
P.O. Box 4087

Austin, Texas 78773

(w/o enclosures)





