GREG ABBOTT

July 2, 2009

Ms. Candice M. De La Garza
Assistant City Attorney

City of Houston

P.O. Box 368

Houston, Texas 77001-0368

OR2009-09175

Dear Ms. De La Garza:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”), chapter 552 of the Government Code. Your request was
assigned ID# 346450.

The City of Houston (the “city”) received a request for “the latest copy of the [city’s] Fiber
Network.” You claim the requested information is excepted from disclosure under
section 552.101 of the Government Code. We have considered the exception you claim and
reviewed the submitted information.

Initially, you inform us that you submitted information that is not responsive to the instant
request. This ruling does not address the public availability of any information that is not
responsive to the request and the city is not required to release that information in response
to the request.

Next, we note, and you acknowledge, that the city has failed to comply with the procedural
requirements of section 552.301 of the Government Code for the responsive information.
See Gov’t Code § 552.301. Pursuant to section 552.302 of the Government Code, a -
governmental body’s failure to comply with the procedural requirements of section 552.301
results in the legal presumption that the requested information is public and must be released
unless the governmental body demonstrates a compelling reason to withhold the information
from disclosure. See id. § 552.302; Hancock v. State Bd. Of Ins., 797 S.W.2d 379, 381-82
(Tex. App.—Austin 1990, no writ) (governmental body must make compelling
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demonstration to overcome presumption of openness pursuant to statutory predecessor to
section 552.302); Open Records Decision No. 319 (1982). Normally a compelling interest
is demonstrated when third-party interests are at stake or when information is confidential
under other law. See Open Records Decision No. 150 at2 (1977). Because section 552.101
of the Government Code can provide a compelling reason to Wlthhold information, we will
address your argument under this exception. - ' .

Section 552.101 of the Government Code excepts from disclosure “information considered:
to be confidential by law, either constitutional, statutory, or by judicial decision.” Gov’t
Code § 552.101. This section encompasses information protected by other statutes. As part
of the Texas Homeland Security Act, sections 418.176 through 418.182 were added to
chapter 418 ofthe Government Code. The city asserts the information at issue is confidential
under section 418.181 of the Government Code, which provides: :

Those documents or portions of documents in the possession of a
governmental entity are confidential if they identify the technical details of
particular vulnerabilities of critical infrastructure to an act of terrorism.

Gov’t Code § 418.181; see also id. § 421.001 (defining critical infrastructure to include “all
public or private assets, systems, and functions vital to the security, governance, public
health and safety, and functions vital to the state or the nation”). The fact that information
may relate to a governmental body’s security concerns does not make the information per se
confidential under the Texas Homeland Security Act. See Open Records Decision No. 649
at 3 (1996) (language of confidentiality provision controls scope of its protection).
Furthermore, the mere recitation by a governmental body of a statute’s key terms is not
sufficient to demonstrate the applicability of a claimed provision. As with any exception to
disclosure, a governmental body asserting one of the confidentiality provisions of the Texas
Homeland Security Act must adequately explain how the responsive records fall within the
scope of the claimed provision. See Gov’t Code § 552.301(e)(1)(A) (governmental body
must explain how claimed exception to disclosure applies).

In this instance, you assert that the release of the responsive information, which consists of
adiagram of the city’s fiber optic network, would identify potential vulnerabilities that might
allow the exploitation or disruption of city services. You state that all of the city’s
emergency services and law enforcement communications, as well as drinking water
information and airport communications, are transmitted on the city’s fiber optic networks.
You further state that if the city’s fiber optic network were disrupted, the city’s emergency
responders and law enforcement personnel would have difficulties in responding quickly and
efficiently to emergencies. Based on your arguments and our review of the responsive
information, we conclude that the responsive information is confidential under
section 418.181 of the Government Code and must be withheld on that basis under
section 552.101 of the Government Code.
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This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights and
responsibilities, please visit our website at http://www.oag.state.tx.us/open/index_orl.php,
or call the Office of the Attorney General’s Open Government Hotline, toll free,
at (877) 673-6839. Questions concerning the allowable charges for providing public
information under the Act must be directed to the Cost Rules Administrator of the Office of
the Attorney General at (512) 475-2497.

incerely,

Jonathan Miles
Assistant Attorney General
Open Records Division
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