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ATTORNEY (GENERAL OF TEXAS
GREG ABBOTT

October 7, 2010

Ms. Mary Salluce

Open Government Attorney

Texas Department of Family and Protective Services
P.O. Box 149030

Austin, Texas 78714-9030

OR2010-15308

Dear Ms. Salluce:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”), chapter 552 of the Government Code. Your request was
assigned ID# 397651 (ORR# 2010-0296).

The Texas Department of Family and Protective Services (the “department™) received a
request for a specified security plan and security road map. Youindicate you do not maintain
or have access to a portion of the requested information.! You claim the submitted
information is excepted from disclosure under sections 552.101, 552.111, and 552.139 of the
Government Code. We have considered the exceptions you claim and reviewed the
submitted information.

(2) Information is excepted from [required public disclosure] if it is
information- that relates to computer network security, to restricted-
information under Section 2059.055 [of the Government Code], or to the
design, operation, or defense of a computer network.

'The Act does not require a governmental body that receives a request for information to create
information that did not exist when the request was received. See Econ. Opportunities Dev. Corp. v.
Bustamante, 562 S.W.2d 266 (Tex. Civ. App.—San Antonio 1978, writ dism’d); Open Records Decision
Nos. 605 at 2 (1992), 563 at 8 (1990), 555 at 1-2 (1990), 452 at 3 (1986), 362 at 2 (1983).
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(b) The following information is confidential:

(1) a computer network vulnerability report; and

(2) any other assessment of the extent to which data processing
operations, a computer, or a computer program, network, system, or
software of a governmental body or of a contractor of a governmental
body is vulnerable to unauthorized access or harm, including an
assessment of the extent to which the governmental body’s or
contractor’s electronically stored information is vulnerable to
alteration, damage, or erasure.

Gov’t Code § 552.139. Section 2059.055 of the Government Code provides in pertinent
part:

(b) Network security information is confidential under this section if the
information is:

(1) related to passwords, personal identification numbers, access
codes, encryption, or other components of the security system of a
state agency;

(2) collected, assembled, or maintained by or for a governmental
entity to prevent, detect, or investigate criminal activity; or

(3) related to an assessment, made by or for a governmental entity or
maintained by a governmental entity, of the vulnerability of a network
to criminal activity.

Id. § 2059.055(b). You state the information at issue is the “HHS Enterprise’s Security

 Roadmap, which was created to identify any management weaknesses in informationsecurity

at the Texas Health and Human Services agencies.” You explain the roadmap discusses
potential weaknesses in network information security and discusses specific software and
hardware needed to correct the weaknesses. You argue the release of this information would
“serve as a road map for hackers seeking to access confidential client information or to
disrupt the database served by the computer network.” You assert public release of the
information at issue would pose a security threat to computers, programs, and systems, as
well as confidential information maintained in the department’s computer systems. Based
on your arguments and our review of the information at issue, we find you have

- demonstrated the submitted information consists of an assessment that was collected,
assembled, or maintained by the department to prevent criminal activity regarding the
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department’s computer network. Accordingly, the department must withhold the submltted

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights and
responsibilities, please visit our website at http://www.oag.state.tx.us/open/index_orl.php,
or call the Office of the Attorney General’s Open Government Hotline, toll free,
at (877) 673-6839. Questions concerning the allowable charges for providing public
information under the Act must be directed to the Cost Rules Administrator of the Office of
the Attorney General, toll free at (888) 672-6787.

Sincerely,
Wane. Wrnn S—
Claire V. Morris Sloan
Assistant Attorney General
Open Records Division
CVMS/tp
Ref: ID# 397651

Enc. Submitted documents

c: Requestor
__(wloenclosures)

2As our ruling is dispositive, we need not address your remaining arguments against disclosure of the
submitted information.




