
December 15, 2010 

ATTORNEY GENERAL OF TEXAS 

GREG ABBOTT 

Mr. Hyattye O. Simmons 
General Comlsel 
Dallas Area Rapid Transit 
P.O. Box 660163 
Dallas, Texas 75266-0163 

Dear Mr. Simmons: 

0R2010-18799 

You ask wheJher certain infol111ation is subject to required public disclosure lmder the 
Public Information Act (the "Act"), chapter 552 ofthe Govel11ment Code. Your request was 
assigned ID# 402953 (DART ORR#s 7736, 7731, and 7766). 

Dallas Area Rapid Transit ("DART") received tlu'ee requests, two fi'om the same requestor, 
for infonnatio~l peliaining to the RFP and the RFQ for two specified light rail proj ects. 1 You 
state DART has released some of the requested infonnation, including the requested RFPs 
and RFQs. You claim the remaining inf0l111ation is excepted fi'om disclosure under 
section 552.1:01 of the Govenullent Code. You also state the request may implicate the 
proprietary i~lterests of third paliies. Accordingly, pursuant to section 552.305 of the 
Govenullent Code, you state you have notified Transit Solutions Team ("TST"), Kiewit, 
Stacy and Whitbeck, Reyes and Parsons ("KSWRP"), and Austin Bridge & Road ("Austin"), 
of the request and of each company's right to submit arguments to this office as to why its 
infol111ation should not be released. See Gov't Code § 552.305(d); see also Open Records 
Decision No. 542 (1990) (detel111ining that statutory predecessor to section 552.305 pel111its 
governmental. body to rely on interested third pmiy to raise and explain applicability of 
exception to qisclosme lmder Act in certain circumstances). We have received COlIDllents 

lyou state DART received clarification from the first requestor regarding his second request. See 
Gov't Code § SS'2.222(b) (stating if inf0l111ation requested is lU1clear to governmental body or iflarge amount 
of information has been requested, governmental body may ask requestor to clarify or nalTOW request, but may 
not inquire into pm-pose for which inforn1ation will be used). 
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:6:om all ofthe third pmiies. We have considered the submitted arguments and reviewed the 
submitted information. 

Section 552.101 of the Govermnent Code excepts from disclosure "infol111ation considered 
to be confidelltial by law, either constitutional, statutory, or by judicial decision." Gov't 
Code § 552.1.01. You raise section 552.101 in conjunction with section 418.181 of the 
Govenmlent "Code, a provision of the Texas Homeland Security Act. Section 418.181 
provides "[t]hose documents or pOliions of documents in the possession of a govenmlental 
entity are confidential if they identify the technical details of particular vulnerabilities of 
critical infrastructure to an act ofterrorism." Id. § 418.181; see also id. § 421.001 (defining 
critical infrastructure to include "all public or private assets, systems, and functions vital to 
the security, govel11ance, public health and safety, and functions vital to the state or the 
nation"). Th~fact that infol111ation may relate to a govermllental body's security concel11S 
or emergency management activities does not make the infol111ation per se confidentiallmder 
the Texas Homeland Security Act. See Open Records Decision No. 649 at 3 (1996) 
(language ofionfidentiality provision controls scope of its protection). Furthennore, the 
mere recitatiQn by a govennnental body of a statute's key tel111S is not sufficient to 
demonstrate the applicability of a claimed provision. As with any exception to disclosure, 
a govenmlentl\l1 body asserting one ofthe confidentiality provisions ofthe Texas Homeland 
Security Act rnust adequately explain how the responsive records fall within the scope of the 
claimed provision. See Gov't Code § 552.301(e)(1)(A) (govennnental body must explain 
how claimed¢xception to disclosure applies). 

You infol111 ;tlS that DART operates a light rail transit system, which is a critical 
transpOliatiol1~ infrastructure that transpOlis thousands of riders daily. You state that a 
disturbance oJ;.!sabotage ofthis infrastructure could lead to derailment, which could result in 
hundreds of ijljuries or deaths. You fmiher state the submitted infonnation consists of 
"geotec1micafreports, analysis of the structural soundness and designs ofthe DART Light 
Rail bridge str)lcture[ s]," as well as design documents that identify the layout and dimensions 
of the infrastrLlcture that suppOlis the light rail system. You contend that this infol111ation 
identifies tecl~.l1ical details of the vulnerabilities of DART's Orange and Blue Light Rail 
lines. Upon ~·eview, we find that, to the extent the submitted infol111ation identifies the 
tec1mical details ofpmiicular vulnerabilities of critical in:6:astructure to an act oftelTorism, 
DART must vy,jthhold such infonnation, including the submitted drawings and plans, under 
section 552. I;Q1 of the Govennnent Code in conjunction with section 418.181 of the 
Govennnent Qode.2 To the extent the submitted infonnation does not identify the tec1mical 
details of particular vulnerabilities of critical infrastructure to an act of terrorism, we will 
address the arguments raised by the third pmiies against the disclosure of their infonnation. 

We note TSTlseeks to withhold infonnation DART has not submitted to this office for our 
review. This:Tuling does not address that infonnation and is limited to the information 

2 As om~'ruling is dispositive, we need not address the remaining arguments against the disc10sme of 
this information.' 
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submitted as:responsive by DART. See id. § 552.301(e)(1)(D) (govel11mental body 
requesting de,cision from Attomey General must submit copy of specific information 
requested). 

We understand KSWRP to assert its information is confidential because it was submitted to 
DART with the understanding that the infol11lation would remain confidential. We note that 
information is not confidential under the Act simply because the party that submits the 
infol11lation a~lticipates or requests that it be kept confidential. See Indus. Found. v. Tex. 
Indus. Accident Bd., 540 S. W.2d 668,677 (Tex. 1976). In other words, a govenllnental body 
cmmot overrule or repeal provisions of the Act through ml agreement or contract. See 
Attorney General Opinion JM-672 (1987); Open Records Decision Nos. 541 at 3 (1990) 
("[T]he obligations of a govenmlental body under [the Act] cmmot be compromised simply 
by its decision to enter into a contract."), 203 at 1 (1978) (mere expectation of confidentiality 
by person supplying infol11lation does not satisfy requirements of statutory predecessor to 
section 552.1:1.0). Consequently, unless the infonnation at issue falls within an exception to 
disclosure, itnmst be released, notwithstmlding any expectation or agreement to the contrary. 

TST, KSWR:J?, and Austin, assert some or all of their infol11lation is confidential under 
section 552.1.10 of the Goverl11llent Code. Section 552.110 protects (1) trade secrets, and 
(2) commercial or financial infonnation the disclosure of which would cause substantial 
competitive h~l11l to the person from whom the infonnation was obtained. See Gov't Code 
§ 552.1l0(a)~:Cb). Section 552.110(a) protects trade secrets obtained :5.·om a person and 
privileged or ,'confidential by statute or judicial decision. Id. § 552.11 O(a). The Texas 
Supreme COUl1 has adopted the definition oftrade secret :5.·om section 757 ofthe Restatement 
of Torts, whiqh holds a trade secret to be: 

any fq~1nula, pattem, device or compilation of infonnation which is used in 
one's pusiness, and which gives him an opporhmity to obtain an advmltage 
over cwmpetitors who do not know or use it. It may be a formula for a 
chemi~al compound, a process of manufacturing, treating or preserving 
materials, a pattel11 for a machine or other device, or a list of customers. It 
differq,from other secret information in a business ... in that it is not simply 
infom~ation as to single or ephemeral events in the conduct of the 
busine~s . . . . A trade secret is a process or device for continuous use in the 
operati,on of the business ... , [It may] relate to the sale of goods or to other 
operatfons in the business, such as a code for detel11lining discounts, rebates 
or oth~r concessions in a price list or catalogue, or a list of specialized 
custOl~1ers, or a method ofboold<:eeping or other office mmlagement. 

RESTATEMENT OF TORTS § 757 cmt. b (1939); see also Hyde Corp. v. Huffines, 314 
S. W.2d 776 (rex. 1958). In detennining whether pm1icular infonnation constitutes a trade 
secret, this office considers the Restatement's definition of trade secret as well as the ., 
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Restatement'~list of six trade secret factors. 3 RESTATEMENT OF TORTS § 757 cmt. b (1939). 
This office rrtllst accept a claim that information subject to the Act is excepted as a trade 
secret if a prt7na facie case for the exception is made and no argument is submitted that 
rebuts the claEll as a matter oflaw. See ORD 552 at 5. However, we CaImot conclude that 
section 552.110(a) is applicable unless it has been shown that the infonnation meets the 
definition of a trade secret and the necessary factors have been demonstrated to establish a 
trade secret dhim. Open Records Decision No. 402 (1983). 

Section 552. ~ 1 O(b) protects "[ c ]onmlercial or financial infol111ation for which it is 
demonstrated:based on specific factual evidence that disclosure would cause substantial 
competitive hann to the person from whom the infonnation was obtained[,]" Gov't CC!de 
§ 552.11 O(b ).:This exception to disclosure requires a specific factual or evidentiary showing, 
not conclusOl;Y or generalized allegations; that substantial competitive injury would likely 
result from rerease ofthe infol111ation at issue. Ie!.; see also Open Records Decision No. 661 
at 5 (1999). 

Upon review;\we find TST, KSWRP, and Austin have failed demonstrate that any of the 
infonnation these pmiies seek to withhold meets the definition of trade secret, nor have any 
of these comp,'~nies established a trade secret claim for this infonnation. See Open Records 
Decision Nos:. 319 at 3 (1982) (information relating to organization and persOlmel, 
professional ,1'eferences, market studies, qualifications, and pricing are not ordinarily 
excepted from: disclosure under statutory predecessor to section 552.110), 402. We note that 
infonnation, il'lcluding pricing infonnation, peliaining to a particular proposal or contract is 
generally not ~ trade secret because it is "simply infol111ation as to single or ephemeral events 
in the conduct. ofthe business," rather than "a process for continuolis use in the operation of 
the business. See RESTATEMENT OF TORTS § 757 cmt. b (1939); Huffines, 314 S.W.2d at 
776; 306 at 3 (:1982). Therefore, none ofthe remaining infonnation may be withheld under 
section 552.110(a). 

Uponreview,we find TST, KSWRP, and Austin have all established that release OfpOliions 
of their proposals would cause the companies substantial competitive injury. Therefore, 

3The R~statement of Torts lists the following six factors as indicia of whether information constitutes 
a trade secret:~; 

(1) the yxtent to which the information is known outside of [the company]; 
(2) the \:xtent to which it is lmown by employees and other Involved in [the company's] 
business; 
(3) the htent of measures taken by [the company] to guard the secrecy of the infolTI1ation; 
(4) the ~alue of the information to [the company] and [its] competitors; 
(5) the amount of effort or money expended by [ the company] in developing the information; 
(6) the ease or difficulty with which the information could be properly acquired or duplicated 
by others. 

RESTATEMENT OF TORTS § 757 cmt. b (1939); see also Open Records Decision Nos. 319 at 2 (1982), 306 at 
2 (1982), 255 at2 (1980). 
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DART must withhold thefollowinginfonnation under section 552.110(b) of the Government 
Code: section:.8 in volume 1 ofTST's Blue Line proposal; the pricing information, including 
the percentage of margIn proposed for work and the general and administrative rate, from 
KSWRP's BHle Line proposal and section 8 fi'om its Orange Line proposal; and the risk 
management ,approach fi'om section 4.4, sections 5.1.4 thTOugh 5.1.7, section 5.2 and the 
associatedExilibitB, the utility matrix, section 7.1, section 7.4, and section 8 fi"omAustin's 
proposal. However, we find that the companies have made only conclusory allegations that 
the release of.any of their remaining information would result in substantial damage to any 
of their competitive positions. See ORD Nos. 661 (for info1111ation to be withheld under 
conunercial o'i" financial info1111ation prong of section 552.11 0, business must show by 
specific factual evidence that substantial competitive injury would result from release of 
pmiicular infq1111ation at issue), 509 at 5 (1988) (because costs, bid specifications, and 
circumstance~ would change for future contracts, asseliion that release of bid proposal might 
give competit9r unfair advantage on future contracts is too speculative). Fmihe11110re, DART 
informed us that the contract for the Orange Line was awmded to KSWRP and the contract 
for the Blue. :Line was awarded to Austin. This office considers the prices charged in 
government contract awards to be a matter of strong public interest; thus, the pricing 
information of a winning bidder is generally not excepted under section 552.l10(b). See 
Open Record~, Decision No. 514 (1988) (public has interest in knowing prices charged by 
govel11ment c9ntractors); see generally Freedom ofInfonnation Act Guide & Privacy Act 
Overview, Ql,9 (2000) (federal cases applying analogous Freedom of Infonnation Act 
reasoning that: disclosure of prices charged govel11ment is a cost of doing business with 
govenmlent)., Accordingly, none of the remaining infonnation may be withheld under 
section 552.ltO(b). 

Section 552.1;?6 ofthe Govemment Code states "[n]otwithstanding any other provision of 
this chapter, a, credit card, debit card, charge card, or access device number that is collected, 
assembled, o~maintained by or for a govenunental body is confidential.,,4 Gov't Code 
§ 552.136(b)(see also id. § 552.136(a) (defining "access device"). To the extent the 
remaining infonnation contains access device numbers, DART must withhold such 
information uli.der section 552.136 of the Govenunent Code.5 

A custodian oJ public records must comply with the copyright law and is not required to 
furnish copiesiofrecords that are copyrighted. Open Records Decision No. 180 at 3 (1977). 
A govenmlental body must allow inspection of copyrighted materials unless an exception 
applies to the .ipf01111ation. lei.; see Open Records Decision No. 109 (1975). Ifa member of 

, 
4The Office of the Attol11ey General will raise a mandatOlY exception on behalf of a govenm1ental 

body, but ordina~~ly will not raise other exceptions. Open Records Decision Nos. 481 (1987),480 (1987),470 
(1987). 

,( . 
5We note this office issued Open Records Decision No. 684 (2009), a previous detennillation to all 

govel11mental b6dies authorizing them to withhold ten categories ofinfonnation, including ins{u'ance policy, 
credit card, banl(:accolUlt, and bank routing l1lunbers under section 552.136 ofthe Govel11ment Code, without 
the necessity ofItequesting an attorney general decision. 
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the public wishes to make copies of copyrighted matelials, the person must do so unassisted 
by the governmental body. In making copies, the member of the public assumes the duty of 
compliance with the copyright law and the risk of a copyright infringeme:nt suit. 

In summary, to the extent the requested infonnation identifies the teclmical details of 
paliicularvulnerabilities of critical infrastructure to all act oftenorism, DART must withhold 
such infol11lation, including the submitted drawings and plans, lll1der section 552.101 ofthe 
Government Code in conjunction with section 418.181 of the Govenmlent Code. DART 
must withhold the infol11lation we have indicated under section 552.11 O(b) of the 
Govenmlent Code. To the extent the remaining infonnation contains access device numbers, 
DART must withhold such infonnation under section 552.136 ofthe Govel11ment Code. The 
remaining information must be released, but any infonnation protected by copyright must be 
released in accordance with copyright law. 

This letter ruling is limited to the paliicular infol11lation at issue in this request alld limited 
to the facts aEi~presented to us; therefore, this ruling must not be relied upon as a previous 
determinatiol1:,regarding any other infol11lation or ally other circumstances. 

This ruling triggers important deadlines regarding the rights and responsibilities of the 
govenmlental body and of the requestor. For more information concel11ing those rights alld 
responsibiliti~.s, please visit our website at http://www.oag.state.tx.us/openlindex orl.php, 
or call the Office of the Attorney General's Open Government Hotline, toll free, 
at (877) 673~6839. Questions concerning the allowable charges for providing public 
infonnation under the Act must be directed to the Cost Rules Administrator ofthe Office of 
the Attorney General, toll free at (888) 672-6787. 

Sincerely, 
,. 

~~:rt~~ 
Assistant AttGll11ey General 
Open Recordp;Division 

KH/em 

kl 

Ref: ID# 4Q2953 

Enc. Submttted documents 

c: Requestors 
(w/o ellclosures) 

(' 
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Mr. Jiistin Whitley 
Winstead 
110 JPMorgan Chase Tower 
600 Travis Street 
Houston, Texas 77002 
(w/o enclosures) 

Mr. Dale Stubblefield 
Vice President 
Austin, Bridge & Road (ABR) 
6330 Commerce Drive, Suite 150 
Irving; Texas 75063 
(w/o enclosures) 

Mr. Joe Lee 
Busin~ss Group Manager 
Transit Solutions Team 
2121 Avenue J, Suite 103 
Arlington, Texas 76006 
(w/o enclosures) 

----~-------------------~----- ----------------


