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ATTORNEY GENERAL OF TEXAS

GREG ABBOTT

December 30, 2010

Ms. J. Middlebrooks

Assistant City Attorney .
Criminal and Law and Police Section
City of Dallas -

1400 South Lamar

Dallas, Texas 75215

OR2010-19543

Dear Ms. Middlebrooks:

You ask whether certain information is subject to required public disclosure under the
" Public Information Act (the “Act”), chapter 552 of the Government Code. Your request was
assigned ID# 402907.

The Dallas Police Department (the “department”) received a request for a copy of the Dallas
Police Internal Affairs Database, including “all fields in the database” and “record layouts,
code sheets, or any other documentation necessary to interpret the data.” You claim that
portions of the requested information are excepted from disclosure under sections 552.101,
552.108, 552.117, and 552.136 of the Government Code. You also state the submitted
information may implicate the proprietary interests of a third party. Accordingly, pursuant
to section 552.305 of the Government Code, you notified CI Technologies, Inc. (“CI”) of the
request and of its right to submit arguments to this office as to why its information should
not be released; See Gov’t Code § 552.305(d); see also Open Records Decision No. 542
(1990) (determining that statutory predecessor to section 552.305 permits governmental body
to rely on interested third party to raise and explain applicability of exception to disclosure
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under Act in certain circumstances). We have reviewed the submitted arguments and the
submitted information.'

Initially, we note the submitted information includes information that is excepted from
disclosure under section 552.102(a) of the Government Code.? Section 552.102(a) excepts
from disclosure “information in a personnel file, the disclosure of which would constitute
a clearly unwarranted invasion of personal privacy.” Gov’t Code § 552.102(a). The Texas
Supreme Court recently held section 552.102(a) excepts from disclosure the dates of birth
of state employees in the payroll database of the Texas Comptroller of Public Accounts. Tex.
Comptroller of Pub. Accounts v. Attorney Gen. of Tex. & The Dallas Morning News, Ltd.,
No. 08-0172, 2010 WL 4910163 (Tex. Dec. 3, 2010) (Dec. 20, 2010, motions for
reconsideration and rehearing pending). Having carefully reviewed the information at issue,
we have marked the information that must be withheld under section 552.102(a) of the
Government Code. '

The department claims portions of the submitted information are subject to section 552.101
of the Government Code, which excepts from public disclosure “information considered to
be confidential by law, either constitutional, statutory, or by judicial decision.” Gov’t Code
§ 552.101. This section encompasses common-law privacy. For information to be protected
from public disclosure by the common-law right of privacy, the information must meet the
criteria set out by the Texas Supreme Court in Industrial Foundation v. Texas Industrial
Accident Board, 540 S.W.2d 668 (Tex. 1976). In Industrial Foundation, the Texas Supreme
Court stated information is excepted from disclosure if (1) the information contains highly
intimate or embarrassing facts, the release of which would be highly objectionable to a
reasonable person, and (2) the information is not of legitimate concern to the public. 540
S.W.2d at 685. To demonstrate the applicability of common-law privacy, both prongs of this
test must be demonstrated. See id. at 681-82. The type of information considered intimate
and embarrassing by the Texas Supreme Court in Industrial Foundation included
information relating to sexual assault, pregnancy, mental or physical abuse in the workplace,
illegitimate children, psychiatric treatment of mental disorders, attempted suicide, and
injuries to sexual organs. Id. at 683.

'"We assume that the “representative sample” of records submitted to this office is truly representative
of the requested records as a whole. See Open Records Decision Nos. 499 (1988), 497 (1988). This open
records letter does not reach, and therefore does not authorize the withholding of, any other requested records
to the extent that those records contain substantially different types of information than that submitted to this
office.

*The Office of the Attorney General will raise a mandatory exception like section 552.102 on behalf
of a governmental body, but ordinarily will not raise other exceptions.




Ms. J. Middlebrooks - Page 3

Furthermore, in Morales v. Ellen, 840 S.W.2d 519 (Tex. App.— El Paso 1992, writ denied),
the court addressed the applicability of the common-law privacy doctrine to files of an
investigation of allegations of sexual harassment. The investigation files in Ellen contained
individual witness statements, an affidavit by the individual accused of the misconduct
responding to the allegations, and conclusions of the board of inquiry that conducted the
investigation. Ellen, 840 S.W.2d at 525. The court ordered the release of the affidavit of the
person under investigation and the conclusions of the board of inquiry, stating that the
public’s interest was sufficiently served by the disclosure of such documents. Id In
concluding, the Ellen court held that “the public did not possess a legitimate interest in the
identities ofthe individual witnesses, nor the details of their personal statements beyond what
is contained in the documents that have been ordered released.” Id.

Thus, if there is an adequate summary of an investigation of alleged sexual harassment, the
investigation summary must be released along with the statement of the accused under Ellen,
but the identities of the victims and witnesses of the alleged sexual harassment must be
redacted, and their detailed statements must be withheld from disclosure. See Open Records
Decision Nos. 393 (1983), 339 (1982). Ifno adequate summary of the investigation exists,
then all of the information relating to the investigation ordinarily must be released, with the
exception of information that would identify the victims and witnesses. We note that
supervisors are generally not witnesses for purposes of Ellen, except where their statements
appear in a non-supervisory context. Further, since common-law privacy does not protect
information about a public employee’s alleged misconduct on the job or complaints made
about a public employee’s job performance, the identity of the individual accused of sexual
harassment is not protected from public disclosure. See Open Records Decision Nos. 438
(1986), 405 (1983), 230 (1979), 219 (1978). '

Portions of the submitted information pertain to an allegation of sexual harassment. Upon
review, we find the submitted information does not contain an adequate summary of the
sexual harassment investigation. Because there is no adequate summary of the investigation,
any information pertaining to the sexual harassment investigation must generally be released.
However, the information at issue contains the identity of the alleged sexual harassment
victim. Accordingly, we conclude the department must withhold the information you have
marked, as well as the additional information we have marked, pursuant to section 552.101
of the Government Code in conjunction with common-law privacy and the holding in Ellen.
Further, we find the additional information you have marked is highly intimate or
embarrassing and of no legitimate public interest; thus, the department must withhold this
information under section 552.101 in conjunction with common-law privacy.

Section 552.108(b)(1) of the Government Code excepts from required public disclosure an
internal record of a law enforcement agency maintained for internal use in matters relating
to law enforcement or prosecution if “release of the internal record or notation would
interfere with law enforcement or prosecution.” Gov’t Code § 552.108(b)(1). A
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governmental body that seeks to withhold information under section 552.108(b)(1) must
sufficiently explain how and why the release of the information would interfere with law
enforcement and crime prevention. See id. § 552.301(e)(1)(A); City of Fort Worth v.
Cornyn, 86 S.W.3d 320, 327 (Tex. App—Austin 2002, no pet.) (Gov’t Code
§ 552.108(b)(1) protects information that, if released, would permit private citizens to
anticipate weaknesses in police department, avoid detection, jeopardize officer safety, and
generally undermine police efforts to effectuate state laws); Open Records Decision Nos. 562
at 10 (1990), 531 at 2 (1989). In Open Records Decision No. 506 (1988), this office
determined the statutory predecessor to section 552.108(b) excepted from disclosure “cellular
mobile [telephone] numbers assigned to county officials and employees with specific law
enforcement responsibilities.” ORD 506 at 2. We noted the purpose of the cellular
telephones was to ensure immediate access to individuals with specific law enforcement
responsibilities and that public access to these numbers could interfere with that purpose.
Id. You inform us the cellular telephone numbers you have marked are assigned to
department police officers “in the field to carry out their law enforcement responsibilities.”
You assert the release of the marked cellular telephone numbers would interfere with law
enforcement and crime prevention. Based on your representations and our review of the
information at issue, we conclude the department may withhold the cellular telephone
numbers you have marked under section 552.108(b)(1) of the Government Code.

You assert some of the remaining information is excepted under section 552.117 of the

 Government Code. Section 552.117(a)(2) of the Government Code excepts from public
disclosure a peace officer’s home address and telephone number, social security number, and
family member information regardless of whether the peace officer made an election
under section 552.024 of the Government Code. Gov’t Code § 552.117(a)(2).
Section 552.117(a)(2) applies to peace officers as defined by article 2.12 of the Code of
Criminal Procedure. To the extent the individuals at issue are currently licensed peace
officer as defined by article 2.12, the department must withhold the information you have
marked under section 552.117(a)(2) of the Government Code.

If the individuals are not currently licensed peace officers, section 552.117(a)(1) of the
Government Code may apply to the information atissue. Section 552.117(a)(1) excepts from
disclosure the home addresses and telephone numbers, social security numbers, and family
member information of current or former officials or employees of a governmental body who
request this information be kept confidential under section 552.024 of the Government Code.
Id § 552.117(a)(1). Whether a particular piece of information is protected by
section 552.117(a)(1) must be determined at the time the request for it is made. See Open
Records Decision No. 530 at 5 (1989). The department may only withhold the information
at issue under section 552.117(a)(1) if the individuals elected confidentiality under
'section 552.024 prior to the date on which the request for this information was made. If the
individuals made a timely election under section 552.024, the department must withhold the
information you have marked under section 552.117(a)(1). If the individuals did not make
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timely elections under section 552.024, this information may not be withheld under
section 552.117(a)(1).

You assert some of the remaining information is excepted under section 552.136 of the
Government Code, which provides in part that “[n]otwithstanding any other provision of
[the Act], a credit card, debit card, charge card, or access device number that is collected,
assembled, or maintained by or for a governmental body is confidential.” Gov’t Code
§ 552.136(b); see id. § 552.136(a) (defining “access device”). You seek to withhold
employee identification numbers, which you have marked, under this exception. You
explain that an employee’s identification number is the same number used for the City of
Dallas credit union accounts plus one additional number. Based on your representation, we
agree that the department must withhold the employee identification numbers you have
marked under section 552.136.

We understand CI to assert that database structure elements, such as column names and tale
names, are subject to section 552.110 of the Government Code. Section 552.110(a) protects
trade secrets obtained from a person and privileged or confidential by statute or judicial
decision. Id. § 552.110(a). The Texas Supreme Court has adopted the definition of trade
secret from section 757 of the Restatement of Torts. Hyde Corp. v. Huffines,314 S.W.2d 763
(Tex. 1957); see also Open Records Decision No. 552 at 2 (1990). Section 757 provides that
a trade secret is:

any formula, pattern, device or compilation of information which is used in
one’s business, and which gives him an opportunity to obtain an advantage
over competitors who do not know or use it. It may be a formula for a
chemical compound, a process of manufacturing, treating or preserving
materials, a pattern for a machine or other device, or a list of customers. It
_differs from other secret information in a business . . . in that it is not simply
information as to single or ephemeral events in the conduct of the
business . ... A trade secret is a process or device for continuous use in the
operation of the business . . . . [It may] relate to the sale of goods or to other
operations in the business, such as a code for determining discounts, rebates
or other concessions in a price list or catalogue, or a list of specialized
customers, or a method of bookkeeping or other office management.

RESTATEMENT OF TORTS § 757 cmt. b (1939); see also Huffines, 314 S.W.2d at 776. In
determining whether particular information constitutes a trade secret, this office considers
the Restatement’s definition of trade secret as well as the Restatement’s list of six trade
secret factors. RESTATEMENT OF TORTS § 757 cmt. b (1939).

The following are the six factors that the Restatement gives as indicia of whether information
constitutes a trade secret: '
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(1) the extent to which the information is known outside of the company;

(2) the extent to which it is known by employees and others involved in the
company’s business;

(3) the extent of measures taken by the company to ghard the secrecy of the
information;

(4) the value of the information to the corhpany and its competitors;

(5) the amount of effort or money expended by the company in developing
the information;

(6) the ease or difficulty with which the information could be properly
acquired or duplicated by others.

~ 1Id.; see also Open Records Decision Nos. 319 at 2 (1982), 306 at 2 (1982),255 at 2 (1980).
This office must accept a claim that information subject to the Act is excepted as a trade
secret if a prima facie case for the exception is made and no argument is submitted that
rebuts the claim as a matter of law. See ORD 552 at 5. However, we cannot conclude that
section 552.110(a) is applicable unless it has been shown that the information meets the
definition of a trade secret and the necessary factors have been demonstrated to establish a
trade secret claim. Open Records Decision No. 402 (1983).

Section 552.110(b) protects “[cJommercial or financial information for which it is
demonstrated based on specific factual evidence that disclosure would cause substantial
competitive harm to the person from whom the information was obtained[.]” Gov’t Code
§ 552.110(b). This exceptionto disclosure requires a specific factual or evidentiary showing,
not conclusory or generalized allegations, that substantial competitive injury would likely
result from release of the information at issue. Id.; see also Nat’l Parks & Conservation
Ass’nv. Morton, 498 F.2d 765 (D.C. Cir. 1974); Open Records Decision No. 661 (1999).

Upon review of the information at issue, we find CI has failed to demonstrate that any
portion of the information at issue constitutes a trade secret. See ORD No. 402
(section 552.110(a) does not apply unless information meets definition of trade secret and
necessary factors have been demonstrated to establish trade secret claim). Thus, the
information at issue may not be withheld under section 552.110(a) of the Government Code.

We also conclude that CI has not made the specific factual or evidentiary showing required
by section 552.110(b) that release of any the information at issue would cause substantial
competitive harm. See ORD 661 (for information to be withheld under commercial or
financial information prong of section 552.110, business must show by specific factual
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evidence that substantial competitive injury would result from release of particular
information at issue). We therefore conclude that the department may not withhold any of
the information at issue under section 552.110(b).

Finally, the department claims portions of the submitted information are excepted from
disclosure under section 552.101 of the Government Code on the basis of copyright law.
However, copyright law does not make information confidential for purposes of
section 552.101. See Open Records Decision No. 660 at 5 (1999). A custodian of public
records must comply with the copyright law and is not required to furnish copies of records
that are copyrighted. Open Records Decision No. 180 at 3 (1977). A governmental body
must allow inspection of copyrighted materials unless an exception applies to the
information. Id.; see Open Records Decision No. 109 (1975). If a member of the public
wishes to make copies of copyrighted materials, the person must do so unassisted by the
governmental body. In making copies, the member of the public assumes the duty of
compliance with the copyright law and the risk of a copyright infringement suit. Thus, the
department may not withhold any of the submitted information under section 552.101 of the
Government Code in conjunction with copyright law, but any information that is protected
by copyright may only be released in accordance with copyright law. ,

In summary, the department must withhold the information we have marked under
section 552.102(a) of the Government Code. The department must withhold the information
you have marked, as well as the additional information we have marked, pursuant to
section 552.101 of the Government Code in conjunction with common-law privacy and the
holding in Ellen. The department also must withhold the information you have marked
under section 552.101 of the Government Code in conjunction with common-law privacy.
The department may withhold the cellular telephone numbers you have marked under

“section 552.108(b)(1) of the Government Code. To the extent the individuals at issue are
currently licensed peace officers as defined by article 2.12, the department must withhold the
information you have marked under section 552.117(a)(2) of the Government Code. Ifthe
individuals are not a currently licensed peace officers but made timely elections under
section 552.024‘0f the Government Code, the department must withhold the information you
have marked under section 552.117(a)(1) of the Government Code. The department must
withhold the employee identification numbers you have marked under section 552.136 ofthe
Government Code. The department must release the remaining information, but any
information that is protected by copyright may only be released in accordance with copyright
law.

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights and
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responsibilities, please visit our website at http://www.oag.state.tx.us/open/index_orl.php,
or call the Office of the Attorney General’s Open Government Hotline, toll free, at
(877) 673-6839. Questions concerning the allowable charges for providing public
information under the Act must be directed to the Cost Rules Administrator of the Office of
the Attorney General, toll free at (888) 672-6787.

Sincerely,

(\%mww%mmy@

Tamara H. Holland
Assistant Attorney General
Open Records Division

THH/eeg
Ref: ID# 402907
Enc. Submitted documents

c: Requestor
(w/o enclosures)

Michael Blumberg

CI Technologies, Inc.

65 Seaside Capers Road

St. Augustine, Florida 32081
(w/o enclosures)




