
January 21, 2p11 

Ms. Renee M~uzy 
General Counsel 

ATTORNEY GENERAL OF TEXAS 

GREG ABBOTT 

Texas Department ofInformation Resources 
P.O. Box 13564 
Austin, Texa~ 78711-3564 

Dear Ms. Mauzy: 

0R2011-01080 

You ask whether certain information is subject to required public disclosure under the 
Public Inform:ation Act (the "Act"), chapter 552 ofthe Government Code. Your request was 
assigned ID# ~406491. 

The Texas Department of Information Resources (the "department") received a request for 
all e-mails in 4 named individual's e-mail mailbox during a specified time period. You state 
the departnle~t is releasing some of the requested information. You claim that portions of 
the submitted-;lnformation are excepted from disclosure under sections 552.101 and 552.139 
of the Goven)ment Code. Additionally, you state you have notified third parties of the 
request. See Gov't Code § 552.304 (interested third party may submit COlmnents stating why 
information should or should not be released). We have considered the exceptions you claim 
and reviewed the submitted information. 

Section 552.1;01 of the Government Code excepts from disclosure "infonnation considered 
to be confidential by law, either constitutional, statutory, or by judicial decision." Gov't 
Code § 552.l~01. Thus, section 552.101 encompasses infonnation other statutes make 
confidential. For infonnation to be confidential under section 552.101, the provision oflaw 
must explicitly require confidentiality. You contend portions of the submitted information 
are protected tinder the federal Health Insurance Portability and Accountability Act of 1996 
("HIP AA"), 42 U.S.C. §§ 1320d-1320d-8. At the direction of Congress, the Secretary of 
Health and Hwnan Services ("HHS") promulgated regulations setting privacy standards for 
medical recor4s, which HHS issued as the Federal Standards for Privacy of Individually 
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Identifiable Health illformation. See Health illsurance Portability and Accountability Act of 
1996, 42 U.S.C. § 1320d-2 (Supp. N 1998) (historical & statutory note); Standards for 
Privacy ofilldividually Identifiable Health Infonnation, 45 C.F.R. Pts. 160, 164 ("Privacy 
Rule"); see also Attomey General Opinion JC-0508 at 2 (2002). These standards govern the 
releasability qf protected health information by a covered entity. See 45 C.P.R. pts. 160, 164. 
Under these s*andards, a covered entity may not use or disclose protected health information, 
except as prc{vided by parts 160 and 164 of the Code of Federal RegUlations. See id. 
§ 164.502( a).~ 

" -' 

This office has addressed the interplay of the Privacy Rule and the Act. ill Open Records 
Decision No.: 681 (2004), we noted section 164.512 of title 45 of the Code of Federal 
Regulations provides a covered entity may use or disclose protected health information to 

t I', 

the extent such use or disclosure is required by law and the use or disclosure complies with 
and is limited to the relevant requirements of such law. See 45 C.F.R. § 164.512(a)(1). We 
further noted the Act "is a mandate in Texas laW that compels Texas governmental bodies 
to disclose in:(ormation to the public." ORD 681 at 8; see also Gov't Code §§ 552.002, .003, 
.021. Therefore, we held the disclosures under the Act come within section 164.512(a). 
Consequently~ the Privacy Rule does not make information confidential for the purpose of 
section 552.l!91 of the Govenunent Code. See Abbott v. Tex. Dep't of Mental Health & 
Mental RetarClation, 212 S.W.3d 648 (Tex. App.-Austin2006, nopet.); ORD 681 at 9; see 
also Open R~cords Decision No. 478 (1987) (as general rule, statutory confidentiality 
requires expn~:ss language making information confidential). Thus, because the Privacy Rule 
does not maKe information that is subject to disclosure under the Act confidential, the 
department r#ay withhold protected health information from the public only if the 
information is confidential under other law or an exception in subchapter C of the Act 
applies. 

'i' 
I) 

Section 552.t01 also encompasses the common-law right of privacy, which protects 
information ifit (1) contains highly intimate or embarrassing facts, the publication of which 
would be highly objectionable to a reasonable person, and (2) is not oflegitimate concern to 
the public. Ini/us. Found. v. Tex. Indus. AcCident Ed., 540 S.W.2d 668,685 (Tex. 1976). To 
demonstrate the applicability of common-law privacy, both prongs of this test must be 
established. fcl at 681-82. The type of infonnationconsidered intimate and embarrassing 
by the Texas S\lpreme Court inIndustrialF oundation included information relating to sexual 
assault, preg1'j:ancy, mental or physical abuse in the workplace, illegitimate children~ 
psychiatric tr~atment of mental disorders, attempted suicide, and injuries to sexual organs. 
Id. at 683. W]wther information is subject to a legitimate public interest and therefore not 
protected by Gommon-law privacy must be determined on a case-by-case basis. See Open 
Records Ded$ion No. 373 (1983). This office has found that some kinds of medical 
information or information indicating disabilities or specific illnesses are excepted from 
required public disclosure under common-law plivacy. See Open Records Decision Nos. 470 
(1987) (illnes$from severe emotional andjob-related stress), 455 (1987) (prescription drugs, 
illnesses, opetations, and physical handicaps). Upon review, we find that the information 
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you have marked as subj ect to section 552.101 is either not highly intimate or embarrassing, 
or it is of legitimate public concern. Therefore, the department may not withhold this 
information p,ursuant to section 552.101 of the Govenunent Code in conjunction with 
common-laW::privacy. 

We note tM submitted information contains information that may be subject to 
section 552.1;17 of the Government Code.! Section 552.117 excepts from disclosure the 
home addresses and telephone numbers, social security numbers, and family member 
information of current or former officials or employees of a governmental body who request 
that this information be kept confidential under section 552.024 of the Government Code. 
Gov't Code § 552.117(a)(1). Section 552.117 is also applicable to personal pager and 
cellular telepoone numbers, provided the cellular telephone service or pager service is not 
paid for by a,governmental body. See Open Records Decision No. 506 at 5-6 (1988) 
(statutorypred,ecessor to section 552.117 ofthe Govenunent Code not applicable to cellular 
telephone nuW.bers provided and paid for by governmental body and intended for official 

I 

use). We not~that section 552.117(a)(1) is not applicable to a former spouse or the fact that 
a governmentl,l.l employee has been divorced. Whether a particular piece of information is 
protected by s.'ection 552.117(a)(1) must be determined at the time the request for it is made. 
See Open Re~ords Decision No. 530 at 5 (1989). Therefore, the department must withhold 
information uilder section 552.117 on behalf of current or former officials or employees only 
ifthese indivip.uals made a request for confidentiality under section 552.024 prior to the date 
on which the r~quest for this information was made. Accordingly, ifthe individuals whose 
information i~ at issue are current or former employees who timely-elected to keep their 
personal infonp.ation confidential pursuant to section 552.024, the department must withhold 
the employee JamilY member information and cellular telephone numbers we have marked. 
However, the;~department must withhold the cellular telephone numbers we have marked 
only if the ewployees pay for the cellular telephone service with personal funds. The 
department m,aynot withhold this information under section 552.117 for individuals who are 
not employee~ or for employees who did not make a timely election to keep the information 
confidential. ~:, 

You contend~:portions of the remaining information are excepted from disclosure under 
section 552.139 of the Government Code, which provides: 

(a) Illfonnation is excepted from [required public disclosure] if it is 
infoITl}ation that relates to computer network security, to restricted 
infoml'ation under Section 2059.055 [of the Government Code], or to the 
desi~, operation, or defense of a computer network. 

! 

lThe O,:(fice of the Attorney General will raise a mandatory exception on behalf of a governmental 
body, but ordin~rily will not raise other exceptions. See Open Records Decision Nos. 481 (1987), 480 
(1987), 470 (19~7), 

:H 
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(b) The following information is confidential: 

,:, (1) a computer network vulnerability report; and 

':: (2) any other assessment of the extent to which data processing 
.••.. operations, a computer, or a computer program, network, system, or 
::; system interface, or software of a govemmental body or of a 
•. contractor of a govenunental body is vulnerable to unauthorized 
;: access or harm, including an assessment of the extent to which the 
; governmental body's or contractor's electronically stored information 

::. containing sensitive or critical information is vulnerable to alteration, 
:'; damage, erasure, or inappropriate use. 

Gov't Code §: 552.139. Section 2059.055 of the Government Code provides in pertinent 
part: 

(b) N~twork security information is confidential under this section if the 
inforn:1ation is: 

; (1) related to passwords, personal identification munbers, access 
.• codes, encryption, or other components of the security system of a 

state agency; 
> 

, (2) collected, assembled, or maintained by or for a govemmental 
; entity to prevent, detect, or investigate criminal activity; or 

'. (3) related to an assessment, made by or for a govemmental entity or 
. maintained by a govemmental entity, ofthe vulnerability of a network 
; to criminal activity. 

Id. § 2059.055(b). You state the information you have marked under section 552.139 
constitutes "s~curity sensitive information relating to routable IP addresses, network device 
serial numbei;s, device model numbers with the address where the device is deployed, 
proxcard seriRI numbers, circuit ID numbers and locations, addresses where information 
technology is~ues or problems have been reported to the help desk, points of contact at 
network locaitons and user names and passwords[.]" You explain this information "could 
be used ... b)/individuals who are attempting to breach Texas state government information 
technology sY$tems and networks." We agree some ofthe information you have marked falls 
within the scope of section 552.139. However, the contact names, phone numbers, and e
mail addresse~ of govemment employees you have marked are not related to computer 
network securi,ty, to confidential network security information under section 2059.055, or to 
the design, operation, or defense of a computer network; thus, the department may not 
withhold this 'information, which we have marked for release, under section 552.139. As 
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such, with the'exception of the information we have marked for release, the department must 
withhold the information it has marked under section 552.139 of the Government Code. 

In summary: (1) to the extent the employees whose information is at issue timely-elected 
confidentiality under section 552.024, the department must withhold the family member 
information and cellular telephone numbers we have marked, if the employees pay for the 
cellular service with personal funds, under section 552.117(a)(1) ofthe Government Code; 
and (2) with the exception of the infonnation we have marked for release, the department 
must withhol~ the information you have marked under section 552.139 ofthe Government 
Code. The r~maining information must be released. 

This letter ruljng is limited to the particular information at issue in this request and limited 
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous 
detenninatio~ regarding any other information or any other circumstances. 

This ruling tr.~ggers important deadlines regarding the rights and responsibilities of the 
governmental-body and ofthe requestor. For more information concerning those rights and 
responsibilities, please visit our website at http://www.oag.state.tx.us/openJindex orl.php, 
or call the qffice of the Attorney General's Open Government Hotline, toll free, at 
(877) 673-68.?9. Questions concerning the allowable charges for providing public 
information un.der the Act must be directed to the Cost Rules Administrator ofthe Office of 
the Attorney (Jeneral, toll free at (888) 672-6787. 

8~· ci~ 
Lindsay E. H~le d . 
Assistant Attqmey General 
Open Records' Division 
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Ref: ID# 406491 

Enc. Subm#ted documents 

c: Requestor 
(w/o ~nclosures) 

Third Parties 
(w/o ~nclosures) 
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