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April 11, 2011 

Mr. Ryan S. Henry 

ATTORNEY GENERAL OF TEXAS 

GREG ABBOTT 

Denton, Navarro, Rocha & Bemal 
2517 North Main Avenue 
San Antonio;Texas 78212 

Dear Mr. He111-y: 

0R2011-05009 

You ask whe~her certain infonnation is subject to required public disclosure under the 
Public Information Act (the "Act"), chapter 552 ofthe Goven1111ent Code. Your request was 
assigned ID# ~ 12641. 

The Dallas dounty Hospital District d/b/a Parkland Health and Hospital system (the 
"system"), wHich you represent, received a request for all documents, including e-mails and 
memorandun1, related to any remodeling done to the system's psychiatric unit in response 
to a specified event. 1 You state you will make some ofthe responsive information available 
to the requesf;or. You claim that the remaining requested infonnation is excepted from 
disclosureun,der sections 552.101, 552.111, 552.139, and 552.150 ofthe Govennnent Code. 
We have considered the exceptions you claim and reviewed the submitted representative 
sample of infonnation? ... ',. . '" . .' 

J" 

Iyou state that the system received a clarification of the information requested. See Gov't Code 
§ 552.222 (providing that ifrequest for information is unclear, govel11mental body may ask requestor to clarify 
request); see also.: City of Dallas v. Abbott, 304 S.W.3d 380,387 (Tex. 2010) (holding that when a govenllnental 
entity, acting in good faith, requests clarification or narrowing of an unclear or over-broad request for public 
information, the.ten-day period to request an attol11ey generalmling is measured from the date the request is 
clarified or narrowed). 

, 

2W e aS~~U11e that the "representative sample" of records submitted to this office is truly representative 
of the requested;t:ecords as a whole. See Open Records Decision Nos. 499 (1988),497 (1988). This open 
records letter dci~s not reach, and therefore does not authorIze the withholding of, any other requested records 
to the extent tha~ithose records contain substantially different types of inf0l111ation than that submitted to this 
office. '.'( . . 
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Initially, we note a portion of the submitted infonnation was created after the request was 
received. This infonnation, which we have marked, is not responsive to the instant req'uest 
for information. This ruling does not address the public availability of non-responsive 
info1111ation, and the system is not required to release non-responsive info1111ation in response 
to tIns request. 

Section 552.101 ofthe Government Code excepts from disclosure "infonnation considered 
to be confidential by law, either constitutional, statutory, or by judicial decision." Gov't Code 
§ 552.101. This exception encompasses information that is made confidential by other 
statutes. The system raises section 552.101 in conjunction with provisions of the Texas 
Homeland Security Act (the "HS A") , chapter 418 of the Government Code.3 

Sections 418:176 through 418.182 were added to chapter 418 as part of the HSA. These 
provisions make certain infonnation related to telTorism confidential. Section 418.177 
provides that infonnation is confidential if it: . 

(1) is collected, assembled, or maintained by or for a govenllnental entity for 
the purpose of preventing, detecting, or investigating an act of telTorism or 
related, criminal activity; and 

(2) relates to an assessment by or for a govenllnental entity, or an assessment 
that is maintained by a gove11l.111ental entity, of the risk or vulnerability of 
persons or property, including critical infrastructure, to an act oftelTorism or 
related criminal activity. 

Ie!. § 418.177. Section 418.181 provides as follows: 

Thos~ .. documents or portions of documents in the possession of a 
govenjrnental entity are confidential if they identify the technical details of 
p31iicl~lar vulnerabilities of critical infrastructure to an act oftelTorism. 

Ie!. § 418.181 \ see generally ie!. § 421. 00 1 (defining critical infrastructure to include "all 
public or priyate assets, systems, 311d functions vital to the security, gove11131ice, public 
health and saf.~ty, and functions vital to the state or the nation"). Section 418.182 provides 
in part: 

i: 
(a) [I]nfonnation, including access codes 311d passwords, in the possession 
of a govemmental entity that relates to the specifications, operating 
proced,ures, or location of a security system used to protect public or private 
prope:0:Y from 311 act oftelTorism or related criminal activity is confidential. 

3The o'ffice of the Attorney General will raise a mandatory exception like section 552.101 of the 
Govenmlent Code in conjunction with section 418.181 of the Govemment Code on behalf of a govenmlental 
body, but ordina't{ily will not raise other exceptions. See Open Records Decision Nos. 481 (1987),480 (1987), 
470 (1987). 

., 
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(b) Figancial infomlation in the possession of a govemmental entity that relates to the 
expen~iture of funds by a govemmental entity for a security system is public 
infonpation that is not excepted from required disclosme under Chapter 552. 

Id. § 418. 182(a)-(b). The fact infonnation maybe related to a governmental body's'critical 
infrastructure 'or security concems does not make such infonnationper se confidential under 
the HSA. See Open Records Decision No. 649 at 3 (1996) (language of confidentiality 
provision controls scope of its protection). Fmiheml0i-e, the mere recitation by a 
govenunental; body of a statute's key temlS is not sufficient to demonstrate the applicability 
of a claimed provision. As with any exception to disclosure, a govenunental body asse1iing 
one of the confidentiality provisions ofthe HSA must adequately explain how the responsive 

,records fall within the scope of the claimed provision. See Gov't Code § 552.301(e)(1)(A) 
(govenmlental body must explain how claimed exception to disclosure applies). We 
lU1derstand the system hospital's psychiatric mrit constitutes critical infrastructure for 
purposes oftl1e HSA. See generally id. § 421.001. 

if ' 
You asse1i E!,Chibits F and G pertain to "security operations, training, procedures and 
guidelines fo:r.::[the system] for the safety of employees as well as for patients and the public 
in general." 'c You state Exhibits F and G relate to computer and physic;:tl location 
vulnerabilities. You further assert this infonnation would allow the public access to the 
various remodeling efforts of the system's psychiatric unit and reveal potential security 
threats, includ,ing all security equipment, blue prints, and technical manuals that relate to the 
specifications; operating procedures, or locations of a security system used to protect public 
or private prQpeliy from an act oftelTorism or related criminal activity. Upon review, we 
find pOliions: Exhibits F and Exhibit G identify the technical details of particular 
vulnerabilitie.~ ofthe system's psychiatric unit to an act oftelTorism. We find portions ofthe 
submitted infd,rmation in Exhibits F and G relate to the specifications, operating procedures, 
or location ofa security system used to protect public or private property from an act of 
telTorism or r~lated criminal activity. See generally Tex. Dep 't of Pub. Safety v. Abbott, 310 
S.W.3d 670 (rex. App.-Austin2010, no pet.) (caseconstming section418.182 oftheHSA, 
which mled i\ecorded images necessarily relate to specifications of security system that 
recorded theI:q). Additionally, we find portions ofExlribits F and G relate to assessments of 
the risk or vllinerability of persons or propeliy to an act of telTorism or related criminal 
activity. Accbrdingly, the system must withhold the infOlmation at issue, unless otherwise 
indicated, under section 552.101 of the Govermnent Code in conjunction with 
sections 418.177,418.181, and 418.l82(a) ofthe Govenunent Code.4 However, we find the 
system failedt,o establish how any ofthe remaining infonnation within Exhibit F identifies 
the teclmical Cietails of particular vulnerabilities ofthe system's psychiatric unit or relates to 
the specificat,~ons, operating procedures, or location of a security system used to protect 
public or private property from an act oftelTorism or related criminal activity. Additionally, 
we find the syptem has failed to demonstrate how any of the remaining infonnation relates 

4As our;imling is dispositive; we need not address your remaining arguments against disclosure oftms 
information. lS; 

r, 
" 

--------~"'~, ----------------------------
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to assessments of the risk or vulnerability of persons or property to an act of terrorism or 
related criminal activity. Consequently, the system may not withhold any of the remaining 
infornlation in Exhibit F under section 552.101 in conjunction with section 41.8.177, 
418)81, or 418.182 of the Govemment Code.s 

Section 552.101 of the Government Code also encompasses sectiml 161.032 ofthe Health 
and Safety C?de, which provides in part the following: 

(a) Th~ records and proceedings of a medical committee are confidential and 
are no~ subj ect to court SUbpoena. 

(c) Records, infonnatiml, or reports of a medical cmmnittee, medical peer 
review committee, or compliance officer and records, infonnation, or reports 
provided by a medical committee, medical peer review conimittee, or 
compMance officer to the governing body of a public hospital, hospital 
distriqt, or hospita1 authority are not subject to disclosure under [the Act]. 

(f) Tliis section and Subchapter A, Chapter 160, Occupations Code, do not 
apply:to records made or maintained in the regular course of business by a 
hospi~al, health maintenance organization, medical organization, university 
medidtl center or health science center, hospital district, hospital authority, 
or ext~nded care facility. 

Health & Saf~,ty Code § 161.032(a), (c), (f). For purposes ofthis confidentiality provision, 
a "medical coinmittee" includes any committee, including a j oint committee, of a hospital, 
medical orgai}ization, or hospital district. Id. § 161.031(a)(1), (2), (6). Section 161.0315 
provides in r~levant part that "[ t]he governing'body of a hospital, medical organization[, or] 
hospital distrtCt ... may fonn ... a medical cOlnmittee, as defined by section 161.031, to 
evaluate med,ical and health care services[.]" Id. § 161.0315(a). 

The precise s9,ope of the "medical cmmnittee" provision has been the subject of a number 
ofjudicialdeclsions. See, e.g., MemoriaIHosp.-The Woodlandsv. McCown, 927 S.W.2d 1 
(Tex. 1996); E.arnes v. Whittington, 751 S.W.2d493 (Tex. 1988); Jordan v. Fourth Supreme 
Judicial Dist., 701 S.W.2d 644 (Tex. 1986). These cases establish that "documents 
generated by the cmmnittee in order to conduct open and thorough review" are confidential. 
This protectidn extends "to documents that have been prepared by or at the direction of the 
cmmnittee foi~ cOlmnittee purposes." Jordan, 701 S.W.2d at 647-48. Protection does not 
extend to documents "gratuitously submitted to a cmmnittee" or "created without cmmnittee 

5We note our discussion of sections 418.177, 418.181, and418.182 does not encompass the submitted 
medical committee documents, which we have marked as confidential under section 552.1 0 1 of the Government 
Code in conjun~~ion with 161.032 of the Health and Safety Code. 

( 
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impehls and.purpose." Id. at 648; see also Open Records Decision No. 591 (1991) 
(construing statutory predecessor to section 161.032). 

The system\ Board of Managers (the "board") is appointed by the Dallas COlmty 
COlmnissioners Court with the responsibility of managing, controlling, and administering the 
system. We', understand that in furtherance of this duty, the board maintains overall 
responsibility:for the implementation and maintenance ofthe Performance hnprovement Plan 
(the "PIP"). fUliher you state that, under the PIP, the board provides authority to medical 
staff to e~tabiish and support medical cOlmnittees to carry out quality and performance 
improvement" activities system-wide. You explain one such committee is the Quality 
hnprovementCoUllcil (the "QIC"). You state "[t]he QIC serves to plan, prioritize, guide, and 
monitor multi'-disciplinary quality assessment/improvement and lisk/safety management 
activities for the improvement in the delivery of optimal patient care at [the system]." Upon 
review, we agtee the QIC is a medical committee for the purposes of section 161.032 ofthe 
Health and Sifety Code. . 

, "} 

You explain s,ome of the remaining infonnation in Exhibit F consists of documents provided 
to QIC and p¢liains to renovations that "were performed as efforts to improve patient care 
quality, whichinclude patient safety and patient treatment." You assert this infonnation was 
created or coUected on behalf of, presented to, and reviewed by the QIC in carrying out its 
duties under the PIP. Based on these representations and our revi,ew of the remaining 
information, ;{Ye agree portions of this information consist of confidential records of a 
medical COll11pittee under seytion 161.032 of the Health and Safety Code. We therefore 
conclude th~t system must withhold this information, which we have marked, under 
section 552.101 ofthe Government Code in conjunction with section 161.032 ofthe Health 
and Safety CQde.6 However, upon review, we find you have failed to demonstrate how the 
remaining inf9rmation in Exhibit F was not created in the regular course of business. See 
Memorial Hq$p.-The Woodlands, 927 S.W.2d at 10 (regular course of business means 
"records kep!Jin connection with the treatment of ... individual patients as well as the 
business aner/administrative files and papers apart from cOlmnittee deliberations" and 
privilege does;not prevent discovery ofmaterial presented to hospital cOlmnittee if otherwise 
available and';;"offered or proved by means apart from the record of the committee." (quoting 
Texarkana lviemorial Hasp., 551 S.W.2d at 35-6)). Therefore, we fina. you have not 
established tIle remaining infonnation in Exhibit F is confidential under section 161.032, and 
the system mci.Y not withhold it lmder section 552.101 on that basis. 

l 
You assert the remaining infonnation in Exhibit F is excepted from disclosure under 
section 552.1,39 of the Govemment Code. Section 552.139 of the Government Code 
provides: 

.\{ 

6 As oUlit-uling is dispositive, we need not adch'ess your remaining arguments against disclosure ofthis 
information.' . 

. ' 
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(a) Infomlation is excepted from [required public disclosure] if it is 
infomiation that relates to computer network security, to restricted 
infonnation under Section 2059.055 [of the Govennnent Code], or to the 
design, operation, or defense of a computer network. 

': 

(b) The following infonnation is confidential: 

(1) a computer network vulnerability report; and 

;. (2) any other assessment of the extent to which data processing 
.• operations, a computer, a computer program, network, system, or 

;,: system interface, or software of a govemmental body or of a 
• contractor of a govennnental body is vulnerable to unauthorized 
. access or hann, including an assessment of the extent to which the 

.',:. governmental body's or contractor's electronically stored infonnation 
); containing sensitive or critical infonnation is vulnerable to alteration, 
} damage, erasure, or inappropriate use. 

Gov't Code §;'552.139. Section 2059.055 of the Gov~nnnent Code provides in pertinent 
part: 

(b) Network security infonnation is confidential under this section if the 
inforniation is: 

.,. (1) related to passwords, personal identification numbers, access 
L codes, encryption, or other components of the security system of a 

state agency; 

" (2) collected, assembled, or maintained by or for a govemmental 
. entity to prevent, detect, or investigate criminal activity; or 

" (3) related to an assessment, made by or for a govemmental entity or 
. maintained by a govemmental entity, ofthe vulnerability of a network 
> to criminal activity. 

Id. § 2059.055(b). You state the remaining infonnation in Exhibit F includes "the proper 
operation andsecurityprotocols for entry and badge systems." Upon review ofthe remaining 
infonnation at issue, we conclude it is not infonnation excepted up.der section 552.139. 
Thus, the sy~tem may not withhold any of the remaining information at issue under 
section 552.139 of the Govemment Code. 

The system generally asserts section 552.150 for the remaining infonnation in Exhibit F. 
Section 552.150 of the Govemment Code provides that infonnation held by a hospital district 
relating to a hospital district employee or officer is excepted from public disclosure provided 
(1) it is info~ation that, if disclosed under the specific circumstances pertaining to the 
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individual, CQuid reasonably be expected to compromise the safety of the individual; and 
(2) the employee or officer makes a written application in accordance with 
section 552.l50(a)(2) to the hospital district's officer for public infonnation to have the 
info1111ation withheld from public disclosure under this section. Id. § 552.15 O. You have not 
demonstrated, however, and it is not otherwise clear to this office, how or why any of the 
remaining inZOlmation in Exhibit F would be subject to section 552.150. Therefore, the 
system may l1"Ot withhold any of the remaining infonnation under section 552.150 of the 
Gove111ment Code . . , 

In smnma1Y, except as we have marked for release, the system must withhold the submitted 
infonnation under section 552.101 of the Govemment Code in conjlllction with 
sections 418.177,481.181 and 418.182 ofthe Govenllnent Code. The system must withhold 
the infonnation we have marked under section 552.101 of the Government Code in 
conjunction with section 161.032 ofthe-Healthand Safety Code. Theremaininginfonnation 
must be released . 

.... : 

TIns letter ruling is limited to the paliicular information at issue in tIns request and limited 
to the facts as:presented to us; therefore, this ruling must not be relied upon as a previous 

. -
detennination regarding any other information or any other circumstances. 

This ruling tt'iggers important deadlines regarding the rights and responsibilities of the 
governmentafbody and ofthe requestor. For more information conce111ing those rights and 
responsibiliti¥s, please visit our website at http://www.oag.state.tx.us/openJindex orl.php, 
or call the Office of the Att0111ey General's Open Govenunent Hotline, toll free, 
at (877) 673-:6839. Questions conce111ing the allowable charges for providing public 
info1111ation Ul,lder the Act must be directed to the Cost Rules Administrator ofthe Office of 
the Att0111ey Deneral, toll free at (888) 672-6787. 

Sincerely, 

Vanessa Burgess 
Assistant AttQ111ey General 
Open Records Division 

VB/em 

Ref: ID#4 ~:2641 

Enc. SubmAtted doclll1ents 

c: Requ~stor 

(w/o ~nclosures) 


