GREG ABBOTT

May 5, 2011

Ms. S. McClellan

Assistant City Attorney

Criminal Law and Police Section
1400 South Lamar

Dallas, Texas:75215

OR2011-06223
Deai* Ms. Mc."_Clellan:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”), chapter 552 of the Government Code. Your request was
assigned ID#416425 (DPD Request No. 2011-01213).

The City of Dallas (the “city”’) received a request for all internet Uniform Resource Locators
(“URLs”) visited on any city computer by a named police sergeant up to the date of the
request. Yousclaim that portions of the submitted information are excepted from disclosure
under sections 552.101 and 552.139 of the,Government Code. We have considered the
exceptions you claim and reviewed the submitted information.

Initially, we riote the requestor only seeks the URLs visited on city computers by the named
police sergeant. Thus, the submitted internet protocol addresses (“IP addresses”), which we
have marked,lgare not responsive to the instant request for information. This ruling does not
address the public availability of non-responsive information, and the city is not required to
release non-responsive information in response to this request.
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Section 552.101 of the Government Code excepts from disclosure “information considered
to be confidential by law, either constitutional, statutory, or by judicial decision.” Gov’t
Code § 552.101. This exception encompasses laws that make criminal history record
information (“CHRI”) confidential. CHRI generated by the National Crime Information
Center or by the Texas Crime Information Center is confidential under federal and state law.
Title 28, part,20 of the Code of Federal Regulations governs the release of CHRI states
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obtain from ﬂle federal government or other states. Open Records Decision No. 565 at 7

(1990). The federal regulations allow each state to follow its individual law with respect to
CHRI it generates. Id. Section 411.083 of the Government Code deems confidential CHRI
the Texas Department of Public Safety (“DPS*) maintains, except DPS may disseminate this
information as provided in chapter 411, subchapter F of the Government Code. See Gov’t
Code § 411.083. Sections 411.083(b)(1) and 411.089(a) authorize a criminal justice agency
to obtain CHRI; however, a criminal justice agency may not release CHRI except to another
criminal justice agency for a criminal justice purpose. Id. § 411.089(b)(1). Other entities
specified in chapter 411 of the Government Code are entitled to obtain CHRI from DPS or
another criminal justice agency; however, those entities may not release CHRI except as
provided by chapter 411. See generally id. §§ 411.090-.127. Similarly, any CHRI obtained
from DPS or:any other criminal justice agency must be withheld under section 552.101 of
the Government Code in conjunction with Government Code chapter 411, subchapter F.
You generally state release of the submitted information could make the city’s computer
system, including any CHRI stored by the city, susceptible to access from outside
individuals. However, upon review, we find you have failed to demonstrate that any of the
submitted infgrmation consists of CHRI for purposes of chapter 411. Therefore, none of the
submitted responsive information is confidential under section 411.083, and the city may not
withhold it under section 552.101 on that ground.

Section 552.139 provides that information is excepted from required public disclosure “ifit
is information that relates to computer network security, to restricted information under
Section 2059.055, or to the design, operation, or defense of a computer network.” Id.
§ 552.139(a).; You state the submitted information constitutes IP addresses, disclosure of
which could thentlally expose the city’s computer system to serious damage through theft
or corruption by unauthorized activities by outside persons. Upon review, we find we find
you have failed to demonstrate how any portion of the submitted responsive information,
which consisfté URLs, relates to computer network security, restricted information under
section 2059.055 of the Government Code, or to the design, operation, or defense of a
computer network for purposes of section 552.139(a). Accordingly, none of the submitted
responsive infbnnation may be withheld under section 552.139(a) of the Government Code.
As youraise no further exceptions to disclosure, the submitted responsive 1nfonnat1011 must
be released.

* This letter ruling is limited to the particular information at issue in this request and limited
to the facts as:presented to us; therefore, this ruling must not be relied upon as a previous
determinationiregarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental:-body and of the requestor. For more information concerning those rights and
responsibilities, please visit our website at http:/www.oag.state.tx.us/open/index_orl.php,
or call the QOffice of the Attorney General’s Open Government Hotline, toll fiee,
at (877) 673-6839. Questions concerning the allowable charges for providing public
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information Li:iider the Act must be directed to the Cost Rules Administrator of the Office of
the Attorney General, toll free at (888) 672-6787.

Sincerely, ! ,

Vanessa Burgess
Assistant Attorney General
Open Records Division

VB/em
Ref:  ID# 416425
Enc. St1b1ni}fted.do cuments

c: Reqtléstor
(w/o enclosures)




