ATTORNEY GENERAL OF TEXAS
GREG ABBOTT

October 27, 2011

Ms. Jennifer C. Cohen
Assistant General Counsel
Department of Public Safety
P.O. Box 4087

Austin, Texas 78765-4087

OR2011-15798
Dear Ms. Cohen:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”), chapter 552 of the Government Code. Your request was
assigned ID# 434579 (PIR No. 11-1973).

The Texas Department of Public Safety (the “department”) received a request for department
policies and procedures regarding surveillance and undercover operations, a general manual,
and all gangrelated information regarding the requestor’s client. You state you have released
some information to the requestor. You claim some of the submitted information is excepted
from disclosure pursuant to sections 552.101, 552.108, and 552.152 of the Government
Code.! We have considered the exceptions you claim and reviewed the submitted
information.

Initially, we note you have not submitted for our review the requested policies and
procedures or general manual. To the extent any such information existed and was
maintained by the department on the date the department received the request, we assume
you have released it. See Open Records Decision No. 664 (2000) (if governmental body
concludes that no exceptions apply to requested information, it must release information as
soon as possible). If you have not released any such records, you must do so at this time.
See Gov’t Code §§ 552.301(a), .302.

! Although you claim the information is excepted under section 552.151 of the Government Code, we
note the 82nd Texas Legislature renumbered section 552.151 to section 552.152 of the Government Code. Act
of May 9, 2011, 82nd Leg., R.S., S.B. 1303, § 27.001(20).
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Section 552.101 of the Government Code excepts from disclosure “information considered
to be confidential by law, either constitutional, statutory, or by judicial decision.” Id.
§ 552.101. Part 23 of title 28 of the Code of Federal Regulations was established to regulate
intelligence databases pertaining to certain criminal activities, such as drug trafficking and
extortion, that involve a large number of participants over a broad geographical area. See 28
C.F.R. § 23.2 (providing background of part 23). The policy standards of part 23 are
applicable to all criminal intelligence systems operating through support under the Omnibus
Crime Control and Safe Streets Act of 1968, 42 U.S.C. § 3711, et seq. Id. § 23.3(a). For
purposes of part 23, a criminal intelligence system “means the arrangements, equipment,
facilities, and procedures used for the receipt, storage, interagency exchange or
dissemination, and analysis of criminal intelligence information,” and an intelligence project
“means the organizational unit which operates an intelligence system on behalfof and for the
benefit of a single agency or the organization which operates an interjurisdictional
intelligence system on behalf of a group of participating agencies.” Id. § 23.3(b)(1), (5).

The release of information within these criminal intelligence databases is governed by
section 23.20 of part 23, which provides in relevant part the following:

(e) A project or authorized recipient shall disseminate criminal intelligence
information only where there is a need to know and a right to know the
information in the performance of a law enforcement activity.

(H(1) Except as noted in paragraph (f)(2) of this section, a project shall
disseminate criminal intelligence information only to law enforcement
authorities who shall agree to follow procedures regarding information
receipt, maintenance, security, and dissemination which are consistent with
these principles.

(2) Paragraph (f)(1) of this section shall not limit the dissemination of an
assessment of criminal intelligence information to a government official or
to any other individual, when necessary, to avoid imminent danger to life or

property.

1d. § 23.20(e), (). For purposes of section 23.20, “criminal intelligence information” means
“data which has been evaluated to determine that it: (i) [i]s relevant to the identification of
and the criminal activity engaged in by an individual who or organization which is
reasonably suspected of involvement in criminal activity, and (ii) [m]eets criminal
intelligence system submission criteria[.]” Id. § 23.3(b)(3). You state the information you
have marked was “acquired and maintained as part of a criminal intelligence system operated
pursuant to 28 C.F.R. §23.20.” Thus, we conclude the marked information is confidential
under section 23.20, and may be released only in accordance with that section. You state the
requestor is not a member of a law enforcement authority. See id. § 23.20(f)(1). You further
state the department does not believe disclosure to the requestor is necessary to avoid
imminent danger to life or property. Id. § 23.20(f)(2). Therefore, we conclude the
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information you have marked must be withheld under section 552.101 of the Government
Code in conjunction with section 23.20 of title 28 of the Code of Federal Regulations.

Section 552.108(a)(1) of the Government Code excepts from disclosure “[1]nformation held
by a law enforcement agency or prosecutor that deals with the detection, investigation, or
prosecution of crime . . . if . . . release of the information would interfere with the detection,
investigation, or prosecution of crime[.]” Gov’t Code § 552.108(a)(1). A governmental
body claiming section 552.108(a)(1) must reasonably explain how and why the release of the
requested information would interfere with law enforcement. See id. §§ 552.108(a)(1),
301(e)(1)(A); see also Ex parte Pruitt, 551 S.W.2d 706 (Tex. 1977). You state the
information you have marked under section 552.108(a)(1) relates to a pending criminal case.
Based upon your representation, we conclude release of this information will interfere with
the detection, investigation, or prosecution of crime. See Houston Chronicle Publ’g Co. v.
City of Houston, 531 S.W.2d 177 (Tex. Civ. App.—Houston [14th Dist.] 1975) (court
delineates law enforcement interests that are present in active cases), writ ref'd n.r.e. per
curiam, 536 S.W.2d 559 (Tex. 1976).

We note section 552.108 does not except from disclosure basic information about an arrested
person, an arrest, or a crime. Gov’t Code § 552.108(c). Basic information refers to the
information held to be public in Houston Chronicle. See 531 S.W.2d at 186-87; Open
Records Decision No. 127 (1976) (summarizing types of information considered to be basic
information). Therefore, with the exception of the basic information, the department may
withhold the information you have marked under section 552.108(a)(1) of the Government
Code.

Section 552.108(b)(1) of the Government Code excepts from disclosure the internal records
and notations of law enforcement agencies and prosecutors when their release would
interfere with law enforcement and crime prevention. Gov’t Code § 552.108(b)(1); see also
Open Records Decision No. 531 at 2 (1989) (quoting Ex parte Pruitt, 551 S.W.2d 706
(Tex. 1977)). A governmental body claiming section 552.108(b)(1) must reasonably explain
how and why the release of the requested information would interfere with law enforcement.
See Gov’t Code §§ 552.108(b)(1), .301(e)(1)(A); see also Ex parte Pruitt, 551 S.W.2d 706.
Section 552.108(b)(1) 1s intended to protect “information which, if released, would permit
private citizens to anticipate weaknesses in a police department, avoid detection, jeopardize
officer safety, and generally undermine police efforts to effectuate the laws of this State.”
See City of Fort Worth v. Cornyn, 86 S.W.3d 320 at 327 (Tex. App.—Austin 2002, no writ).
This office has concluded that section 552.108(b) excepts from public disclosure information
relating to the security or operation of a law enforcement agency. See, e.g., Open Records
Decision Nos. 531 (release of detailed use of force guidelines would unduly interfere with
law enforcement), 252 (1980) (section 552.108 of the Government Code is designed to
protect investigative techniques and procedures used in law enforcement), 143 (1976)
(disclosure of specific operations or specialized equipment directly related to investigation
or detection of crime may be excepted). Section 552.108(b)(1) is not applicable, however,
to generally known policies and procedures. See, e.g., Open Records Decision Nos. 531
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at 2-3 (Penal Code provisions, common law rules, and constitutional limitations on use of
force not protected), 252 at 3 (governmental body failed to indicate why investigative
procedures and techniques requested were any different from those commonly known).

You state the information you have marked consists of the department’s internal notes
regarding possible gang affiliations. You contend release of the information at issue would
“provide wrong-doers with invaluable information concerning the [d]epartment’s
investigative techniques and potential intelligence data.” Upon review, we find the
information you have marked consists of internal records of a law enforcement agency that,
if released, would interfere with law enforcement and crime prevention. Accordingly, the
department may withhold this information under section 552.108(b)(1) of the Government
Code.

You seek to withhold the name of an undercover officer pursuant to section 552.152 of the
Government Code, which provides:

Information in the custody of a governmental body that relates to an
employee or officer of the governmental body is excepted from the
requirements of Section 552.021 if, under the specific circumstances
pertaining to the employee or officer, disclosure of the information would
subject the employee or officer to a substantial threat of physical harm.

ActofMay9, 2011, 82nd Leg., R.S., S.B. 1303, § 27.001(20) (to be codified as Gov’t Code
§ 552.152). You indicate the release of the undercover officer’s name would “subject the
officer to a substantial threat of physical harm.” Based on your representation, we find the
department has demonstrated release of this information would subject the officer to a
substantial threat of physical harm. We therefore conclude the department must withhold
the officer’s name, which you have marked, under section 552.152 of the Government Code.

In summary, the department must withhold the information you have marked under
section 552.101 of the Government Code in conjunction with section 23.20 of title 28 of the
Code of Federal Regulations. With the exception of basic information, the department may
withhold the information you have marked under section 552.108(a)(1) of the Government
Code. The department may also withhold the information you have marked under
section 552.108(b)(1) of the Government Code. The department must withhold the
information you have marked under section 552.152 of the Government Code, but must
release the remaining information.

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights and
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responsibilities, please visit our website at http://www.oag.state.tx.us/open/index_orl.php,
or call the Office of the Attorney General’s Open Government Hotline, toll free,
at (877) 673-6839. Questions concerning the allowable charges for providing public
information under the Act must be directed to the Cost Rules Administrator of the Office of
the Attorney General, toll free, at (888) 672-6787.

Sincerely,

“v%igﬁ o e T
AN

Jennifer Burnett

Assistant Attorney General

Open Records Division
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