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Mr. Ryan S. B! nry and Ms. Erin A. ngglnbotham The ruling you have requested has been
Denton, Navar'o, Rocha & Bernal, P.C. amended as a result of litigation and has

2500 West Wi liam Cannon Drive, Suite 609 been attached to this document.
Austin, Texas 8745 :

OR2012-04670

Dear Mr. Hem:fz and Ms. Higginbotham:

You ask whet ‘er certain information is subject to required public disclosure under the
Public Informe-ion Act (the “Act™), chapter 552 of the Government Code. Your request was
assigned ID# 4 Jr9259.

The Dallas C»»unty Hospital District d/b/a Parkland Health and Hospital System (the
“district”) rece¢:ved a request for all records related to fifteen sexual abuse 1nvest1gat10ns
discussed betw sen three district officials and the requestor and another individual.! You state
you will redac certain information pursuant to Open Records Decision No. 684 (2009).2
You claim Sn me of the submitted information is excepted from disclosure under
sections 552. lﬂl 552.102, 552.107, 552.108, 552.111, and 552.139 of the Government
Code. We ha\ : con31dered your arguments and reviewed the submitted information. We

...[

'You inf rm us, and provide documentation showing, the district sought and received clarification of
the request. See C:'yv’t Code § 552.222(b) (stating that if information requested is unclear to governmental body
or if large amount »f information has been requested, governmental body may ask requestor to clarify or narrow
request, but may * ot inquire into purpose for which information will be used); City of Dallas v. Abbott, 304
S.W.3d 380 (Tex 2010) (holding that when governmental entity, acting in good faith, requests clarification of
unclear or overbr: 1d request for public information, ten-business-day period to request attorney general opinion
is measured from” “late the request is clarified or narrowed).

!

*We not:: Open Records Decision No. 684 (2009) is a previous determination to all governmental
bodies authorizin;: them to withhold ten categories of information, including W-4 forms under section 552.101
in conjunction w;'h section 6103(a) of title 26 of the United States Code, a form 1-9 and attachments under
section 552.101 i3 conjunction with section 1324a of title 8 of the United States Code, and e-mail addresses
of members of th* public under section 552.137 of the Government Code, without the necessity of requesting
an attorney gener | decision.
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have also recei\\}ed and considered comments from a third party objecting to the release of
some of the requested information. See Gov’t Code § 552.304 (interested party may submit
comments stating why information should or should not be released).

Initially, we note the requestor has excluded patient medical records, patient identifiers in
other records, caregivers’ dates of birth, relatives, addresses, personal telephone numbers,
or social security information from the request. Accordingly, this information is not
responsive to the present request. This ruling does not address the public availability of the
submitted information that is not responsive to this request, and the district need not release
that information to the requestor.

You inform us;the submitted information includes security codes and computer passwords.
The Act is applicable to “public information,” which section 552.002 of the Government
Code defines as “information that is collected, assembled, or maintained under a law or
ordinance or 1n connection with the transaction of official business. . . by a governmental
body[.]” Id § 552.002(a)(1). In Open Records Decision No. 581 (1990), this office
determined that certain computer information, such as source codes, documentation
information, and other computer programming, that has no significance other than its use as
a tool for the maintenance, manipulation, or protection of public property is not the kind of
information made public under section 552.021 of the Government Code. Based on the
reasoning in this decision and our review of the information at issue, we determine the
security codes and computer passwords we have marked do not constitute public information
under section $52.002 of the Government Code. Accordingly, the security codes and
computer passwords are not subject to the Act, and the district is not required to release this
information, which we have marked, in response to this request.* However, we conclude that
the remaining information is public information as defined by section 552.002 and is subject
to disclosure under the Act. We will therefore address your arguments regarding disclosure
of this information.

You inform us Exhibits F-1, F-2, and F-3 were the subject of previous requests for
information, in response to which this office issued Open Records Letter
Nos. 2011-09901 (2011), 2011-18844 (2011), and 2011-19210 (2011), respectively. The
district also inferms us there are lawsuits pending against the Office of the Attorney General
that pertain to portions of the previously ruled upon information: Dallas County Hosp. Dist.
d/b/a Parkland Health & Hosp. Sys. v. Greg Abbott, Attorney Gen. of Tex.,No. D-1-GN-11-
003959 (126th Dist. Ct., Travis County, Tex.) and Dallas County Hosp. Dist. d/b/a Parkland
Health & Hosp: Sys. v. Greg Abbott, Attorney Gen. of Tex., No. D-1-GN-12-000225 (353rd
Dist. Ct., Travis County, Tex.). Accordingly, with regard to the information at issue in these
lawsuits, we allow the trial court to determine whether the types of information at issue must
be released to the public. With regard to information in the current request that is identical
to information previously ruled upon by this office and is not at issue in the aforementioned

*As our fuling is dispositive, we do not address your argument to withhold this information under the
Act.
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lawsuits, we conclude, as you have not indicated the law, facts, and circumstances on which
the prior rulings were based have changed, the district must continue to rely on those rulings
as previous determinations and withhold or release the previously ruled upon information in
accordance with those rulings.* See Open Records Decision No. 673 (2001) (so long as law,

facts, and cucumstances on which prior ruling was based have not changed, first type of
previous deterrnlnatlon exists where requested information is precisely same information as
was addressed in prior attorney general ruling, ruling is addressed to same governmental
body, and rulirié concludes that information is or is not excepted from disclosure). To the
extent the requested information was not the subject of the prior rulings, we will consider
whether or not the information is excepted under the Act.

Section 552. 101 of the Government Code excepts from disclosure “information considered
to be confidential by law, either constitutional, statutory, or by judicial decision.” Gov’t
Code § 552.101. Section 552.101 encompasses information made confidential by other
statutes, such as section 1304(b) of title 8 of the United States Code. Section 1304(b) of
title 8 of the: United States Code addresses the confidentiality of the registration
documentation of aliens under section 1301 of the United States Code and provides:

All regiétration and fingerprint records made under the provisions of this
subchapter shall be confidential, and shall be made available only

( 1) pursuant to section 1357(1)(2) of this title, and

12) to such persons or agencies as may be designated by the Attomey
-General.

8 U.S.C. § 304(b). Permanent resident cards, employment authorization cards, and
arrival/departure records are listed in section 264.1(b) of title 8 of the Code of Federal
Regulations as documents that constitute evidence of registration. 8§ C.F.R. § 264.1(b). We,
therefore, conclude the submitted permanent resident cards, employment authorization cards,
and arrival/departure records are registration records subject to the confidentiality provision
of section 1304(b) of title 8 of the United States Code and must be withheld under
section 552.101 of the Government Code.?

Section 552.101 also encompasses the federal Fair Credit Reporting Act (the “FCRA”), 15
U.S.C. § 1681 et seq. Section 1681b of the FCRA permits a consumer reporting agency to
furnish a consumer report to a person that the consumer reporting agency has reason to
believe intends to use the information for employment purposes. See 15 U.S.C.
§ 1681b(a)(3)(B); see also id. § 1681a(b), (d) (defining “person” and “consumer report™).
Section 1681b:further provides that “[a] person shall not use or obtain a consumer report for

*As our ruling is dispositive, we need not address your remaining arguments for this information.
E)

SAs our ruling is dispositive, we need not address your remaining argument for this information.
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any purpose unless . . . the consumer report is obtained for a purpose for which the consumer
report is authorlzed to be furnished under this section; and . . . the purpose is certified in
accordance with section 1681e of this title by a prospectlve user of the report through a
general or specific certification.” Id. § 1681b(f). Section 168le provides for the
maintenance of procedures by consumer reporting agencies under which prospective users
of consumer reports must identify themselves, certify the purposes for which they seck
information, and certify that the information will be used for no other purpose. See id.
§ 1681e(a); see also Open Records Decision No. 373 at 2 (1983) (stating that federal law
strictly limits dlstrlbutlon of consumer credit reports by credit reporting agencies). Upon
review, we find the consumer report furnished to the district by a consumer agency, which
we have marked, must be withheld under sectlon 552.101 of the Government Code in
conjunction wn‘h the FCRA

Section 552.1 O.n also encompasses the Medical Practice Act (the “MPA”), subtitle B of title 3
of the Occupations Code. The MPA governs access to medical records. See Occ. Code
§§ 151.001-163.160. Section 159.002 of the MPA provides, in part:

(a) A communication between a physician and a patient, relative to or in
connection with any professional services as a physician to the patient, is
confidential and privileged and may not be disclosed except as provided by
this chapter.
1

(b) A record of the identity, diagnosis, evaluation, or treatment of a patient
by a physician that is created or maintained by a physician is confidential and
privileged and may not be disclosed except as provided by this chapter.

() A p?rson who receives information from a confidential communication
or record as described by this chapter, other than a person listed in
Section’ 159.004 who is acting on the patient’s behalf, may not disclose the
information except to the extent that disclosure is consistent with the
authorized purposes for which the information was first obtained.

Id. § 159.002(x)-(c). This office has concluded the protection afforded by section 159.002
extends only toirecords created by either a physician or someone under the supervision of a
physician. See Open Records Decision Nos. 487 (1987), 370 (1983), 343 (1982).
Information subject to the MPA includes both medical records and information obtained
from those medical records. See id. §§ 159.002, .004; Open Records Decision No. 598
(1991). Mediéal records must be released upon receipt of the patient’s signed, written
consent as provided by sections 159.004 and 159.005 of the Occupations Code. Any
subsequent release of medical records must be consistent with the purposes for which the
governmental body obtained the records. See Occ. Code § 159.002(c); Open Records
Decision No. $65 at 7 (1990). Upon review, we find the information we have marked

°As our ruling is dispositive, we need not address your remaining arguments for this information.
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consists of records of the identity, diagnosis, evaluation, or treatment of a patient by a
physician that were created by a physician. Therefore, the marked information constitutes
confidential medical records and may be released only in accordance with the MPA.
However, we find the district has failed to demonstrate how the remaining information
constitutes rec:'érds of the identity, diagnosis, evaluation, or treatment of a patient by a
physician that ‘y\/ere created or are maintained by a physician or information obtained from
a patient’s medical records. Accordingly, none of the remaining information consists of
medical records subject to the MPA and the district may not withhold any of the remaining
information under section 552.101 on that basis.

Section 552. 101 of the Government Code also encompasses section 241.152 of the Health
and Safety Code, which states, in relevant part:

(a) Except as authorized by Section 241.153, a hospital or an agent or
employee of a hospital may not disclose health care information about a
patient to any person other than the patient or the patient’s legally authorized
representative without the written authorization of the patient or the patient’s
legally authorized representative.

Health & Safety Code § 241.152(a). Section 241.151(2) of the Health and Safety Code
defines “health care information” as “information . . . recorded in any form or medium that
identifies a patient and relates to the history, diagnosis, treatment, or prognosis of a patient.”
Id. § 241.151(2). We note the requestor excluded patient identifiers and patient medical
records from his request. The remaining information does not identify a patient and relate
to the history, diagnosis, treatment, or prognosis of an identified patient. Thus, none of the
remaining infoémation may be withheld under section 552.101 of the Government Code in
conjunction with section 241.152 of the Health and Safety Code.

Section 552.1’01 also encompasses section 181.006 of the Health and Safety Code.
Section 181.006 states “[f]or a covered entity that is a governmental unit, an individual’s
protected health information:

(1) inci_udes any information that reflects that an individual received health

care from the covered entity; and
",

(2) is not public information and is not subject to disclosure under [the Act].
1d. §181.006. Section 181.001 (b)(2) defines “[c]oi}éred entity,” in part, as “any person who:
(A) for;;commercial, financial, or professional gain, monetary fees, or dues,

or on a @ooperative, nonprofit, or pro bono basis, engages, in whole or in part,
and with real or constructive knowledge, in the practice of assembling,

by

As our "rﬁling is dispositive, we need not address your remaining arguments for this information.

ER 3
A



Mr. Ryan S. Henry and Ms. Erin A. Higginbotham - Page 6

collecting, analyzing, using, evaluating, storing, or transmitting protected
health information. The term includes a business associate, health care payer,
governmental unit, information or computer management entity, school,
health researcher, health care facility, clinic, health care provider, or person
who maintains an Internet site[.]

Id. § 181.001(b}(2). You inform us the health care services the district engages in
demonstrates that it is a covered entity. You indicate the district maintains health
information for:the individuals it serves, including information showing that an individual
received medical care. You indicate the information collected, used, and stored by the
district consists of protected health information. Thus, you claim the district is a covered
entity for the purposes of section 181.006 of the Health and Safety Code.
In order to determine whether the district is a covered entity for the purposes of
section 181.006 of the Health and Safety Code, we must address whether the district engages
in the practice 6f collecting, analyzing, using, evaluating, storing or transmitting protected
health information. Section 181.001 states that “[u]nless otherwise defined in this chapter,
each term that is used in this chapter has the meaning assigned by the Health Insurance
Portability and Accountability Act and Privacy Standards [ HIPAA’], 42 U.S.C. §§ 1320d
1320d-8.” Id. § 181.001(a). Accordingly, as chapter 181 does not define “protected health
information,” we turn to HIPAA’s definition of the term. HIPAA defines “protected health
information” a3 individually identifiable health information:
Y
(1) Except as provided in paragraph (2) of this definition, that is:

«£1) Transmitted by electronic media;
-{i1) Maintained in electronic media; or
{iii) Transmitted or maintained in any other form or medium. :

(2) Protected health information excludes individually identifiable health
information in:

A

‘(ii1) Employment records held by a covered entity in its role as
‘employer. ‘

45 C.F.R. §160.103. The information at issue concerns an investigation into the conduct of
a district employee in the course of his employment. Accordingly, we find these records are
the employmernt records of the individual that are being held by the district in its role as an
employer. Thus, you have failed to demonstrate these records are confidential under
section 181.00¢ of the Health and Safety Code, and the district may not withhold any of the
remaining information you have marked under section 552.101 on that ground.
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Section 552.101 of the Government Code also encompasses section 411.083 of the
Government Cede, which pertains to criminal history record information (“CHRI”) generated
by the Natlonal Crime Information Center or by the Texas Crime Information Center.
Title 28, part 2(3 of the Code of Federal Regulations governs the release of CHRI that state
agencies obtain from the federal government or other states. See Open Records Decision
No. 565 (1990). The federal regulations allow each state to follow its individual law with
respect to CHRI it generates. See id. Section 411.083 of the Government Code deems
confidential CHRI that the Department of Public Safety (“DPS’’) maintains, except DPS may
disseminate thiis information in accordance with chapter 411, subchapter F of the
Government Code. See Gov’t Code § 411.083. Sections 411.083(b)(1) and 411.089(a)
authorize a criminal justice agency to obtain CHRI; however, a criminal justice agency may
only release CHRI to another criminal justice agency for a criminal justice purpose. See id.
§411 089(b)(1) Other entities specified in chapter 411 of the Government Code are entitled
to obtain CHRI from DPS or another criminal justice agency; however, those entities may
not release CHRI except as provided by chapter 411. See generally id. §§ 411.090-.127.
Similarly, any :CHRI obtained from DPS or any other criminal justice agency must be
withheld under section 552.101 of the Government Code in conjunction with Government
Code chapter 411, subchapter F. Upon review, we find none of the remaining information
consists of CHRI for purposes of chapter 411; thus, the district may not withhold any of the
remaining infotmation under section 552.101 in conjunction with section 411.083 of the
Government Code.

You also raiéé common-law privacy for portions of the remaining information.
Section 552.101 of the Government Code also encompasses the common-law right of
privacy, which:protects information if it (1) contains highly intimate or embarrassing facts,
the publication of which would be highly objectionable to a reasonable person, and (2) is not
of legitimate ‘doncern to the public. Indus. Found. v. Tex. Indus. Accident Bd., 540
S.W.2d 668, 6$5 (Tex. 1976). To demonstrate the applicability of common-law privacy,
both prongs of this test must be established. Id. at 681-82. The type of information
considered intimate or embarrassing by the Texas Supreme Court in Industrial Foundation
included information relating to sexual assault, pregnancy, mental or physical abuse in the
workplace, illegitimate children, psychiatric treatment of mental disorders, attempted suicide,
and injuries to sexual organs. Id. at 683. This office has found that some kinds of medical
information or.information indicating disabilities or specific illnesses are excepted from
required public disclosure under common-law privacy. See Open Records Decision Nos. 470
(1987) (illness:from severe emotional and job-related stress), 455 (1987) (prescription drugs,
illnesses, operations, and physical handicaps). - Upon review, we agree a portion of the
remaining information, which we have marked, is highly intimate or embarrassing and not
of legitimate public concern. Therefore, the district must withhold this information pursuant
to section 552:101 of the Government Code in conjunction with common-law privacy.
However, we find you have not demonstrated the remaining information is highly intimate
or embarrassirg and not a matter of legitimate public interest. Therefore, the remaining
information may not withheld under section 552.101 in conjunction with common-law
privacy.
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You also raiéé section 552.102 of the Government Code in conjunction with the
common-law privacy test, which is discussed above. See Indus. Found., 540 S.W.2d at 685.
In Hubert v.  Harte-Hanks Texas Newspapers, Inc., 652 S.W.2d 546, 549-51
(Tex. App.—Austin 1983, writ ref’d n.r.e.), the Third Court of Appeals ruled the privacy test
under section 552.102(a) is the same as the Industrial Foundation privacy test. However,
the Texas Supreme Court has disagreed with Hubert’s interpretation of section 552.102(a)
and held its.privacy standard differs from the Industrial Foundation test under
section 552.101. Tex. Comptroller of Pub. Accounts v. Attorney Gen. of Tex., 354
S.W.3d 336 (Tex. 2010). Thus, we conclude the remaining information is not excepted
under section 5{52.102(a) and may not be withheld on that basis.

You also raiséi section 552.139 of the Government Code for some of the remaining
information. Section 552.139 provides:

(a) Information is excepted from [required public disclosure] if it is
information that relates to computer network security, to restricted
information under Section 2059.055 [of the Government Code], or to the
design, operation, or defense of a computer network.

(b) Thé:following information is confidential:
(1) a computer network vulnerability report; [and]

(2) any other assessment of the -extent to which data processing
-}operations, a computer, a computer program, network, system, or
_system interface, or software of a governmental body or. of a
‘contractor of a governmental body is vulnerable to unauthorized
raccess or harm, including an assessment of the extent to which the
“governmental body’s or contractor’s electronically stored information
.gontaining sensitive or critical information is vulnerable to alteration,
“damage, erasure, or inappropriate use].]

Gov’t Code §:552.l39. Section 2059.055 of the Government Code provides in pertinent
part:

(b) Network security information is confidential under this section if the
information is:

(1) related to passwords, personal identification numbers, access
‘codes, encryption, or other components of the security system of a
State agency;

(2) collected, assembled, or maintained by or for a governmental
entity to prevent, detect, or investigate criminal activity; or

T I S
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( 3) related to an assessment, made by or for a governmental entity or
‘maintained by a governmental entity, of the vulnerability of a network
to criminal activity.

Id. §2059.055(b). You state portions of the remaining information pertain to password keys,
user identifications, and passwords, release of which would pose a security risk. However,
you have not demonstrated how the remaining information relates to computer network
security, or to“the design, operation, or defense of the district’s computer network as
contemplated if section 552.139(a). Further, we find you have failed to explain how the
remaining information consists of a computer network vulnerability report or assessment as
contemplated by section 552.139(b). Accordingly, the district may not withhold any of the
remaining information under section 552.139 of the Government Code.

The remaining information contains information subject to section 552.130 of the
Government Code, which excepts from release information relating to a motor vehicle
operator’s license, driver’s license, title, or registration issued by an agency of this state or
another state o7 country.® Id. § 552.130(a)(1), (2). Upon review, we find the district must
withhold the driver’s license information we have marked in the remaining information
under section §52.130 of the Government Code.

The remaining information also contains an e-mail address subject to section 552.137 of the
Government Céde. Section 552.137 excepts from disclosure “an e-mail address of amember
of the public that is provided for the purpose of communicating electronically with a
governmental Body,” unless the owner of the e-mail address consents to its release or the
e-mail address falls within the scope of section 552.137(c). See id. § 552.137(a)-(c). The
district must withhold the e-mail address we have marked under section 552.137 of the
Government Code, unless its owner affirmatively consents to its public disclosure.

In summary, the district need not release the security codes and computer passwords we have
marked as they are not subject to public disclosure under the Act. With regard to the
information at issue in Dallas County Hosp. Dist. d/b/a Parkland Health & Hosp. Sys. v.
Greg Abbott, Attorney Gen. of Tex.,No. D-1-GN-11-003959 (126th Dist. Ct., Travis County,
Tex.) and Dallas County Hosp. Dist. d/b/a Parkland Health & Hosp. Sys. v. Greg Abbott,
Attorney Gen. of Tex., No. D-1-GN-12-000225 (353rd Dist. Ct., Travis County, Tex.), we
allow the trial court to determine whether the types of information at issue must be released
to the public.” With regard to information in the current request that is identical to
information ruled upon by this office in Open Records Letter Nos. 2011-09901,2011-18844,
and 2011-19210 and is not at issue in the aforementioned lawsuits, the district must continue
to rely on thos rulings as previous determinations and withhold or release the previously
ruled upon information in accordance with those rulings. The district may only release the

A

¥The Ofﬁ;‘:e ofthe Attorney General will raise mandatory exceptions on behalf of a governmental body,
but ordinarily will not raise other exceptions. See Open Records Decision Nos. 481 (1987), 480 (1987), 470
(1987). ;
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medical records we have marked in accordance with the MPA. The district must withhold,
in conjunction with section 552.101 of the Government Code (1) the permanent resident
card, the employment authorization card, and the arrival/departure records we marked
pursuant to section 1304(b) of title 8 of the United States Code; (2) the marked consumer
report pursuant'to the FCRA; and (3) the information we have marked in conjunction with
common-law privacy. The district must withhold the driver’s license information we have
marked under section 552.130 of the Government Code The district must also withhold the
e-mail address we have marked under section 552.137 of the Government Code, unless its
owner afﬁrmat;vely consents to its public disclosure. The remaining information must be
released.

1
This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights and
responsibilities, please visit our website at http://www.oag.state.tx.us/open/index_orl.php,
or call the Office of the Attorney General’s Open Government Hotline, toll free,
at (877) 673-6839. Questions concerning the allowable charges for providing public
information under the Act must be directed to the Cost Rules Administrator of the Office of
the Attorney General, toll free, at (888) 672-6787.
i

Sincerely,

Jonathan Miles
Assistant Attorney General
Open Records-Division

o4

JM/em
Ref:  ID# 449259
Enc. Submitied documents

c: Requestor
(w/o enclosures)





























