ATTORNEY GENERAL OF TEXAS
GREG ABBOTT

Aprl 23,2012

Mr. Francisco J. Prado, Jr.
Attorney at Law

P.O. Box 3489

Edinburg, Texas 78539

Dear Mr. Prado:

i
"

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”), chapter 552 of the Government Code. Yourrequest was
assigned ID# 451387.

EPR

The Valley View Independent School District (the “district”), which you represent, received

a request for the list of URE s and content blocked by the district’s w ch filtering software,
| ¥

records documenting the district’s contract to purchasc or use web fi 1 ering software, and any

district policies governing what URLs or content should be blocked. You state you are
i

releasing district policies relating to web access to the requestor. You claim the remaining
requested mformation is excepted from disclosure under section 552.139 of the Government
“ode. We have considered the exception you claim and reviewed the submitied information.

¢ /7

ion 552.139 of the Government Code provides in pertinent part

E}:‘u

(a) Information is excepted from [required public disclosure] if it
information that relates to computer network security, to resiricted
mformation under Section 2059.055 [of the Government Code], or to the
design, operation, or defense of a computer network.

{(b) The following information 1s confidential:
(1) a computer network vulnerability report;

(2) any other assessment of the extent to which data processing
operations, a computer, a computer program, network, system, or
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system interface, or software of a governmental body or of a
contractor of a governmental body is vulnerable to unauthorized
access or harm, including an assessment of the extent to which the
covernmental body’s or contractor’s electronically stored information
containing sensitive or critical information is vulnerable to alteration,
damage, erasure, or inappropriate usel.]

Gov'tCode § 552.139. Youstate the submitted information “relates to its computer network
security and to the design, operation, or defense of the [d]istrict’s computer network.” You
assert that release of the requested information would expose the district’s network to greater
security risks in that it would “facilitate attempts to bypass network restrictions on the sites
accessed viathe [d]istrict’s network. You further state the identification fo the software used
together with the manner in which the district has implemented its security measures would
facilitate circumvention of the security measures and, thus, threaten the security of the
district’s network. Based on these representations and our review, we conclude you have
demonstrated that, with the exception of the information we have marked, the submitted
mformation relates to computer network security. Accordingly, with the ex’ccpt” on of the
marked information, the department must withhold the submitted information under
section 552.139. Upon review, we find you have failed to demonstrate the remaining
information relates to computer network security or the design, operation, or defense of a
computer network or consists of a computer network vulnerability report or assessment as
contemplated by section 552.139. Accordingly, none of the remaining information may be
withheld on the basis of section 552.139 of the Government Code. As you raise no further
exceptions, the remaining information must be released.

This letter ruling is limited to the particular information at issue in this request and limited

to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers zmportam deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights and
responsibilities, please visit our website at hitp://www oag state. tx.us/open/index_orl.php,
or call the O"ﬁca of the Attorney General’s Open Government Hotline, toll free,

it (877) 673-6839. Questions concerning the allowable charges for providing
infe‘f mation under the Act must be directed to the Cost Rules Administrator of the Of:
the Attorney General, toll free, at (888) 672-6787.
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Jonathan Miles
Assistant Attorney General
Open Records Division
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