GREG ABBOTT

June 27, 2012

Mr. Miles J. LeBlanc

Assistant General Counsel

Houston Independent School District
4400 West 18th Street

Houston, Texas 77092-8501

OR2012-09925
Dear Mr. LeBlanc:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”), chapter 552 of the Government Code. Your request was
assigned ID# 457279.

The Houston Independent School District (the “district™) received two requests from the
same requestor for all e-mails sent from or received by a named individual from specified
periods of time. You claim that the submitted information is excepted from disclosure under
sections 552.101, 552.137, and 552.139 of the Government Code. We have considered the
exceptions you claim and reviewed the submitted representative sample of information.! We
have also received and considered comments submitted by the requestor. See Gov’t Code
§ 552.304 (interested party may submit comments to this office stating why the information
at issue should or should not be released).

Initially, the requestor contends the district failed to comply with section 552.301 of the
Government Code by failing to seek a ruling from this office within ten business days of
receiving her original written request for information. Pursuant to section 552.301(b), a
governmental body must ask for a decision from this office and state the exceptions that

'We assume the “representative sample” of records submitted to this office is truly representative of
the requested records as a whole. See Open Records Decision Nos. 499 (1988), 497 (1988). This open records
letter does not reach, and, therefore, does not authorize the withholding of, any other requested records to the
extent those records contain substantially different types of information than that submitted to this office.
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apply within ten business days of receiving the written request. See id. § 552.301(b).
Further, pursuant to section 552.301(e), a governmental body must submit to this office
within fifteen business days of receiving an open records request (1) general written
comments stating the reasons why the stated exceptions apply that would allow the
information to be withheld, (2) a copy of the written request for information, (3) a signed
statement or sufficient evidence showing the date the governmental body received the written
request, and (4) a copy of the specific information requested or representative samples,
labeled to indicate which exceptions apply to which parts of the documents. See id.
§ 552.301(e)(1)(D). Pursuant to section 552.302 of the Government Code, a governmental
body’s failure to comply with the procedural requirements of section 552.301 results in the
legal presumption that the requested information is public and must be released unless there
is a compelling reason to withhold the information from disclosure. See id. § 552.302;
Simmons v. Kuzmich, 166 S.W.3d 342 (Tex. App.—Fort Worth 2005, no pet.); Hancock v.
State Bd. of Ins., 797 S.W.2d 379, 381-82 (Tex. App.—Austin 1990, no writ); see also Open
Records Decision Nos. 319 (1982), 177 (1977). Regardless of whether the district failed to
comply with section 552.301, sections 552.101, 552.137, and 552.139 of the Government
Code are mandatory exceptions that constitute compelling reasons sufficient to overcome the
presumption of openness caused by a failure to comply with section 552.301. See Gov’t
Code §§ 552.007, .352. Accordingly, we will consider the district’s arguments under
sections 552.101, 552.137, and 552.139. We also note that a portion of the submitted
information may be subject to section 552.136 of the Government Code.> Because this
section is also a mandatory exception that constitutes a compelling reason sufficient to
overcome.the presumption of openness caused by a failure to comply with section 552.301,
we will also consider the applicability of section 552.136 to the submitted information.

Section 552.101 of the Government Code excepts from disclosure “information considered
to be confidential by law, either constitutional, statutory, or by judicial decision.” Id.
§ 552.101. This exception encompasses information made confidential by statute. Youraise
section 552.101 in conjunction with section 21.355 of the Education Code, which provides
that “[a] document evaluating the performance of a teacher or administrator is confidential.”
Educ. Code § 21.355. This section applies to any document that evaluates, as that term is
commonly understood, the performance of a teacher or administrator. See Open Records
Decision No. 643 (1996). In Open Records Decision No. 643, we determined that for
purposes of section 21.355, the word “teacher” means a person who is required to and does
in fact hold a teaching certificate under subchapter B of chapter 21 of the Education Code
or a school district teaching permit under section 21.055 and who is engaged in the process
ofteaching, as that term is commonly defined, at the time of the evaluation. See id. at 4. The
Third Court of Appeals has concluded that a written reprimand constitutes an evaluation for
the purposes of section 21.355 where “it reflects the principal’s judgment regarding [a

. *The Office of the Attorney General will raise a mandatory exception on behalf of a governmental
body, but ordinarily will not raise other exceptions. See Open Records Decision Nos. 481 (1987), 480
(1987), 470 (1987).
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teacher’s] actions, gives corrective direction, and provides for further review.” A4bbott v.
North East Indep. Sch. Dist., 212 S.W.3d 364 (Tex. App.—Austin 2006, no pet.).

You state the information at issue consists of an evaluation of a teacher’s classroom
performance. You further state the teacher at issue held a teaching certificate or teaching
permit, as required by Chapter 21 of the Texas Education Code, during the time frame the
information at issue was generated. Based on your representations and our review of the
information at issue, we conclude the information we have marked consists of a teacher
evaluation for the purposes of section 21.355. Therefore, the district must withhold this
information under section 552.101 of the Government Code in conjunction with
section 21.355 of the Education Code. However, we find the district has failed to
demonstrate how the remaining information it has marked consists of documents evaluating
the performance of a teacher. Therefore, none of the remaining information may be withheld
under section 552.101 on this basis.

Section 552.101 of the Government Code also encompasses the doctrine of common-law
privacy, which protects information if it (1) contains highly intimate or embarrassing facts,
the publication of which would be highly objectionable to a reasonable person, and (2) is not
of legitimate concern to the public. Indus. Found. v. Tex. Indus. Accident Bd., 540
S.W.2d 668, 685 (Tex. 1976). To demonstrate the applicability of common-law privacy,
both prongs of this test must be established. Id. at 681-82. The type of information
considered highly intimate or embarrassing by the Texas Supreme Court in Industrial
Foundation included information relating to sexual assault, pregnancy, mental or physical
abuse in the workplace, illegitimate children, psychiatric treatment of mental disorders,
attempted suicide, and injuries to sexual organs. /d. at 683. This office has found that some
kinds of medical information or information indicating disabilities or specific illnesses are
excepted from required public disclosure under common-law privacy. See Open Records
Decision Nos. 470 (1987) (illness from severe emotional and job-related stress), 455 (1987)
(prescription drugs, illnesses, operations, and physical handicaps). Upon review, we find that
the information we have marked is highly intimate or embarrassing and not of legitimate
public concern. Therefore, the district must withhold the information we have marked
pursuant to section 552.101 of the Government Code in conjunction with common-law
privacy. However, we find you have failed to demonstrate that any of the remaining
information at issue is highly intimate or embarrassing and not of legitimate public concern.
Therefore, the district may not withhold any of the remaining information under
section 552.101 of the Government Code in conjunction with common-law privacy.

Section 552.137 of the Government Code excepts from disclosure “an e-mail address of a
member of the public that is provided for the purpose of communicating electronically with
a governmental body” unless the member of the public consents to its release or the e-mail
address is of a type specifically excluded by subsection (c). See Gov’t Code
§ 552.137(a)-(c). The e-mail addresses at issue are not excluded by subsection (c).
Therefore, the district must withhold the personal e-mail addresses we have marked under
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section 552.137 of the Government Code, unless the owners have affirmatively consented
to their public disclosure.> However, the remaining information you have marked does not
consist of e-mail addresses and may not be withheld under section 552.137 of the
Government Code.

Section 552.139 of the Government Code provides, in part:

(a) Information is excepted from [required public disclosure] if it is
information that relates to computer network security, to restricted
information under Section 2059.055 [of the Government Code], or to the
design, operation, or defense of a computer network.

(b) The following information is confidential:
(1) a computer network vulnerability report; and

(2) any other assessment of the extent to which data processing
operations, a computer, a computer program, network, system, or
system interface, or software of a governmental body or of a
contractor of a governmental body is vulnerable to unauthorized
access or harm, including an assessment of the extent to which the
governmental body’s or contractor’s electronically stored information
is vulnerable to alteration, damage, erasure, or inappropriate usef[.]

Id. § 552.139(a), (b)(1)-(2). Section 2059.055 of the Government Code provides in pertinent
part:

(b) Network security information is confidential under this section if the
information is:

(1) related to passwords, personal identification numbers, access
codes, encryption, or other components of the security system of a
state agency;,

(2) collected, assembled, or maintained by or for a governmental
entity to prevent, detect, or investigate criminal activity; or

*We note Open Records Decision No. 684 (2009) is a previous determination to all governmental
bodies authorizing them to withhold ten categories of information, including e-mail addresses of members of
the public under section 552.137 of the Government Code, without the necessity of requesting an attorney
general decision.
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(3) related to an assessment, made by or for a governmental entity or
maintained by a governmental entity, of the vulnerability of a network
to criminal activity.

Id. § 2059.055(b). You assert the information you have marked relates to the district’s
computer network security. Based on your representations and our review, we find you have
demonstrated the information we have marked relates to computer network security, the
design, operation, or defense of the district’s computer network, or an assessment of the
district’s computer network vulnerabilities. Accordingly, the district must withhold the
information we have marked under section 552.139 of the Government Code. However, we
find you have failed to demonstrate the remaining information relates to computer network
security or the design, operation, or defense of a computer network or consists of a computer
network vulnerability report or assessment as contemplated by section 552.139.
Accordingly, none of the remaining information may be withheld on the basis of
section 552.139 of the Government Code.

Section 552.136 of the Government Code provides in part that “[n]otwithstanding any other
provision of [the Act], a credit card, debit card, charge card, or access device number that is
collected, assembled, or maintained by or for a governmental body is confidential.” Id.
§ 552.136(b); see id. § 552.136(a) (defining “access device”). Upon review, we find the
district must withhold the cellular telephone account number in the remaining information
under section 552.136 of the Government Code.

Finally, you note some of the remaining information appears to be protected by copyright.
A custodian of public records must comply with the copyright law and is not required to
furnish copies of records that are copyrighted. Open Records Decision No. 180 at 3 (1977).
A governmental body must allow inspection of copyrighted materials unless an cxception
applies to the information. /d.; see Open Records Decision No. 109 (1975). If a member of
the public wishes to make copies of copyrighted materials, the person must do so unassisted
by the governmental body. In making copies, the member of the public assumes the duty of
compliance with the copyright law and the risk of a copyright infringement suit.

In summary, the district must withhold the information we have marked under
section 552.101 of the Government Code in conjunction with section 21.355 of the
Education Code and common-law privacy. The district must withhold the personal e-mail
addresses we have marked under section 552.137 of the Government Code, unless the
owners have affirmatively consented to their public disclosure. The district must also
withhold the information we have marked under sections 552.136 and 552.139 of the
Government Code. The remaining information must be released in accordance with
copyright law.
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This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights and
responsibilities, please visit our website at http://www.oag.state.tx.us/open/index_orl.php,
or call the Office of the Attorney General’s Open Government Hotline, toll free,
at (877) 673-6839. Questions concerning the allowable charges for providing public
information under the Act must be directed to the Cost Rules Administrator of the Office of
the Attorney General, toll free, at (888) 672-6787.

Sincerely,

Sarah Casterline

Assistant Attorney General
Open Records Division
SEC/som

Ref: ID# 457279

Enc. Submitted documents

c: Requestor
(w/o enclosures)




