ATTORNEY GENERAL OF TEXAS

GREG ABBOTT

August 1, 2012

Ms. Molly Cost

Assistant General Counsel

Texas Department of Public Safety
P.O. Box 4087

Austin, Texas 78773-0001

OR2012-12012
Dear Ms. Cost:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”), chapter 552 of the Government Code. Your request was
assigned ID# 461475 (PIR # 12-1607).

The Texas Department of Public Safety (the “department”) received a request for (1) “all
correspondence produced or received by [a named department employee] that references the
subject of the ragweed raid of 4/11/12 or requests for videos or audio recordings[;]” and (2)
“all correspondence that [the named department employee] has had with [] his superiors on
any subject since 4/1/12.” You claim that the submitted information is excepted from
disclosure under sections 552.101 and 552.108 of the Government Code. We have
considered the exceptions you claim and reviewed the submitted information.

Section 552.101 of the Government Code excepts from disclosure “information considered
to be confidential by law, either constitutional, statutory, or by judicial decision.” Gov’t
Code § 552.101. This exception encompasses information that is made confidential by other
statutes. You raise section 552.101 in conjunction with a provision of the Texas Homeland
Security Act (the “HSA”), chapter 418 of the Government Code. Sections 418.176
through 418.182 were added to chapter 418 as part of the HSA. These provisions make
certain information related to terrorism confidential. Section 418.177 provides that
information is confidential if it:
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(1) is collected, assembled, or maintained by or for a governmental entity for
the purpose of preventing, detecting, or investigating an act of terrorism or
related criminal activity; and

(2) relates to an assessment by or for a governmental entity, or an assessment
that is maintained by a governmental entity, of the risk or vulnerability of
persons or property, including critical infrastructure, to an act of terrorism or
related criminal activity.

Id § 418.177. The fact that information may be related to a governmental body’s security
concerns does not make such information per se confidential under the HSA. See Open
Records Decision No. 649 at 3 (1996) (language of confidentiality provision controls scope
ofits protection). Furthermore, the mere recitation by a governmental body of a statute’s key
terms is not sufficient to demonstrate the applicability of a claimed provision. As with any
exception to disclosure, a governmental body asserting one of the confidentiality provisions
of the HSA must adequately explain how the responsive records fall within the scope of the
claimed provision. See Gov’t Code § 552.301(e)(1)(A) (governmental body must explain
how claimed exception to disclosure applies).

You state part of the information you have marked relates to “the location of a person that
may be subject to an act of terrorism or related criminal activity” and the remaining portions
of the information you have marked “contains the goals, strategies, and objectives that have
been established following a recent threat assessment and, therefore, relate to an assessment
completed by the [d]epartment of the risk or vulnerability of persons or property, including
critical infrastructure, to an act of terrorism or related criminal activity.” Based on your
representations and our review, we find the department must withhold the information you
have marked under section 552.101 of the Government Code in conjunction with
section 418.177 of the Government Code.

Section 552.101 also encompasses information protected by the common-law informer’s
privilege, which has long been recognized by Texas courts. See Aguilar v. State, 444
S.W.2d 935, 937 (Tex. Crim. App. 1969). The informer’s privilege protects the identities
of persons who report activities over which the governmental body has criminal or
quasi-criminal law-enforcement authority, provided the subject of the information does not
already know the informer’s identity. See Open Records Decision Nos. 515 at 3 (1988), 208
at 1-2 (1978). The privilege protects the identities of individuals who report violations of
statutes to the police or similar law-enforcement agencies, as well as those who report
violations of statutes with civil or criminal penalties to “administrative officials having a
duty of inspection or of law enforcement within their particular spheres.” See Open Records
Decision No. 279 at 2 (1981) (citing 8 John H. Wigmore, Evidence in Trials at Common

'As our ruling is dispositive for this information, we need not address your remaining argument against
disclosure.
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Law, § 2374, at 767 (J. McNaughton rev. ed. 1961)). The report must be of a violation of
a criminal or civil statute. See Open Records Decision Nos. 582 at 2 (1990), 515 at 4-5. The
privilege excepts the informer’s statement only to the extent necessary to protect the
informer’s identity. See Open Records Decision No. 549 at 5 (1990).

You seek to withhold the information you have marked under the common-law informer’s
privilege. You state the marked information identifies an individual who reported possible
violations of the Penal Code to the department. We understand the alleged violations are
within the scope of the department’s enforcement authority. You state the department has
no indication that the identity of the informer has been revealed. Upon review, we find the
department may withhold the identifying information of the informer, which we have
marked, under section 552.101 of the Government Code in conjunction with the common-
law informer’s privilege. However, we find the remaining information at issue does not
identify the informer. Accordingly, the department may not withhold any of the remaining
information at issue under section 552.101 in conjunction with the informer’s privilege.

Section 552.108(a)(1) of the Government Code excepts from disclosure “[i]nformation
held by a law enforcement agency or prosecutor that deals with the detection, investigation,
or prosecution of crime . . . if . . . release of the information would interfere with the
detection, investigation, or prosecution of crime[.]” Gov’t Code § 552.108(a)(1). A
governmental body claiming section 552.108(a)(1) must reasonably explain how and why
the release of the requested information would interfere with law enforcement. See id.
§§ 552.108(a)(1), .301(e)(1)(A); see also Ex parte Pruitt, 551 S.W.2d 706 (Tex. 1977).

You state the information you have marked relates to criminal investigations that are
ongoing. Based on this representation, we conclude the release of the information you have
marked would interfere with the detection, investigation, or prosecution of crime. See
Houston Chronicle Publ’g Co. v. City of Houston, 531 S.W.2d 177 (Tex. Civ.
App.—Houston [14th Dist.] 1975) (court delineates law enforcement interests that are
present in active cases), writ ref’d n.r.e. per curiam, 536 S.W.2d 559 (Tex. 1976).
Therefore, the department may withhold the information you have marked under
section 552.108(a)(1) of the Government Code.?

Section 552.108(b)(1) of the Government Code excepts from disclosure “[a]n internal record
or notation of a law enforcement agency or prosecutor that is maintained for internal use in
matters relating to law enforcement or prosecution . . . if . . . release of the internal record or
notation would interfere with law enforcement or prosecution[.]” Gov’t Code
§ 552.108(b)(1); see City of Fort Worth v. Cornyn, 86 S.W.3d at 327 (Gov’t Code
§ 552.108(b)(1) protects information that, if released, would permit private citizens to
anticipate weaknesses in police department, avoid detection, jeopardize officer safety, and

2As our ruling is dispositive for this information, we need not address your remaining argument against
disclosure.
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generally undermine police efforts to effectuate state laws). The statutory predecessor to
section 552.108(b)(1) protected information that would reveal law enforcement techniques.
See, e.g., Open Records Decision Nos. 531 (1989) (detailed use of force guidelines), 456
(1987) (information regarding location of off-duty police officers), 413 (1984) (sketch
showing security measures to be used at next execution). The statutory predecessor to
section 552.108(b)(1) was not applicable to generally known policies and procedures. See,
e.g., Open Records Decision Nos. 531 at 2-3 (Penal Code provisions, common-law rules, and
constitutional limitations on use of force not protected), 252 at 3 (1980) (governmental body
failed to indicate why investigative procedures and techniques requested were any different
from those commonly known).

You state release of the information you have marked “would provide wrong-doers, drug
traffickers, terrorists, and other criminals with invaluable information concerning
[d]epartment law enforcement procedures, methods, and techniques, as well as the [identity]
of groups that are the focus of certain investigations.” Therefore, the department may
withhold the information you have marked under section 552.108(b)(1) of the Government
Code.

Section 552.117(a)(2) of the Government Code excepts from disclosure the home address,
home telephone number, emergency contact information, and social security number of a
peace officer, as well as information that reveals whether the officer has family members,
regardless of whether the officer complies with sections 552.024 or 552.1175 of the
Government Code.> See Gov’t Code §§ 552.117, .024. Section 552.117(a)(2) adopts the
definition of peace officer found at article 2.12 of the Code of Criminal Procedure. We note
section 552.117(a)(2) protects a peace officer’s personal cellular telephone number if the
officer pays for the cellular telephone service with his personal funds. See Open Records
Decision No. 670 at 6 (2001). We have marked the officer’s cellular telephone number the
department must withhold under section 552.117(a)(2) of the Government Code, if he pays
for the cellular telephone service with his personal funds.

In summary, the department must withhold the information you have marked under
section 552.101 of the Government Code in conjunction with section 418.177 of the
Government Code. The department may withhold the information we have marked under
section 552.101 of the Government Code in conjunction with the common-law informer’s
privilege. The department may withhold the information you have marked under
section 552.108(a)(1) of the Government Code. The department may withhold the
information you have marked under section 552.108(b)(1) of the Government Code. The
department must withhold the officer’s cellular telephone number we have marked under

’The Office of the Attorney General will raise a mandatory exception on behalf of a governmental
body, but ordinarily will not raise other exceptions. See Open Records Decision Nos. 481 (1987), 480
(1987), 470 (1987).
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section 552.117(a)(2) of the Government Code, if he pays for the cellular telephone service
with his personal funds. The remaining information must be released.

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights and

responsibilities, please visit our website at http://www.oag state.tx.us/open/index_orl.php,
or call the Office of the Attorney General’s Open Government Hotline, toll free,

at (877) 673-6839. Questions concerning the allowable charges for providing public
information under the Act must be directed to the Cost Rules Administrator of the Office of
the Attorney General, toll free at (888) 672-6787.

Sincerely,

Sear Cpporre—

Sean Opperman

Assistant Attorney General
Open Records Division
SO/som

Ref: ID# 461475

Enc. Submitted documents

c: Requestor
(w/o enclosures)




