
June 4, 2014 

ATTORNEY GENERAL OF TEXAS 
GREG ABBOTT 

Mr. Timothy E. Bray 
Deputy General Counsel 
Texas Department of State Health Services 
P.O. Box 149347 
Austin, Texas 78714-9347 

Dear Mr. Bray: 

OR2014-09540 

You ask whether certain information is subject to required public disclosure under the 
Public Information Act (the "Act"), chapter 552 of the Government Code. Your request was 
assigned ID# 524852 (DSHS File No. 2272112014). 

The Texas Department of State Health Services (the "department") received a request for 
information pertaining to the purchase of specified equipment for a specified period oftime. 
You claim the submitted information is not subject to the Act. In the alternative, you claim 
the submitted information is excepted from disclosure under sections 552.101 and 552.139 
of the Government Code. We have considered the exceptions you claim and reviewed the 
submitted representative sample of information. 1 

The department argues the information at issue is not subject to the Act. The Act is 
applicable to "public information." See Gov't Code§ 552.021. Section 552.002(a) defines 
"public information" as: 

1We assume the representative sample of records submitted to this office is truly representative of the 
requested records as a whole. See Open Records Decision Nos. 499 (1988), 497 ( 1988). This open records 
letter does not reach, and therefore does not authorize the withholding of, any other requested records to the 
extent that those records contain substantially different types of information than that submitted to this office. 
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[I]nformation that is written, produced, collected, assembled, or maintained 
under a law or ordinance or in connection with the transaction of official business: 

( 1) by a governmental body; 

(2) for a governmental body and the governmental body: 

(A) owns the information; 

(B) has a right of access to the information; or 

(C) spends or contributes public money for the purpose of 
writing, producing, collecting, assembling, or maintaining the 
information; or 

(3) by an individual officer or employee of a governmental body in 
the officer's or employee's official capacity and the information 
pertains to official business ofthe governmental body. 

!d. § 552.002(a). Thus, virtually all the information in a governmental body's physical 
possession constitutes public information and is subject to the Act. !d.; see Open Records 
Decision Nos. 549 at 4 (1990), 514 at 1-2 (1988). This office has determined certain 
computer information, such as source codes, documentation information, and other computer 
programming that has no significance other than its use as a tool for the maintenance, 
manipulation, or protection of public property is not the kind of information made public 
under section 552.021 of the Government Code. See Open Records Decision No. 581 
(1990). The department states the information at issue consists of data dictionaries and data 
schema that describe aspects of a database and are used as guides by database programmers 
who maintain information systems. However, upon review, we note the submitted 
information consists of a spreadsheet detailing the type and purchase price of the specified 
equipment. This information is written, produced, collected, assembled, or maintained under 
a law or ordinance or in connection with the transaction of official business. Further, we find 
the department has failed to demonstrate the information at issue consists of information that 
has no significance other than its use as a tool for the maintenance, manipulation, or 
protection of public property. Accordingly, the information at issue is subject to the Act, and 
we will consider the department's arguments against its disclosure. 

You raise section 552.101 ofthe Government Code in conjunction with the federal Health 
Insurance Portability and Accountability Act of 1996 ("HIP AA''). Section 552.101 of the 
Government Code excepts from disclosure "information considered to be confidential by 
law, either constitutional, statutory, or by judicial decision." Gov't Code § 552.101. At the 
direction of Congress, the Secretary of Health and Human Services ("HHS") promulgated 
regulations setting privacy standards for medical records, which HHS issued as the Federal 
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Standards for Privacy oflndividually Identifiable Health Information. See HIPAA, 42 U .S.C. 
§§ 1320d-2 (Supp. IV 1998) (historical & statutory note); Standards for Privacy of 
Individually Identifiable Health Information, 45 C.F .R. pts. 160, 164 ("Privacy Rule"); see 
also Attorney General Opinion JC-0508 at 2 (2002). These standards govern the releasability 
of protected health information by a covered entity. See 45 C.F.R. pts. 160, 164. Under 
these standards, a covered entity may not use or disclose protected health information, 
excepted as provided by parts 160 and 164 of the Code of Federal Regulations. See id. 
§ 164.502(a). 

This office has addressed the interplay of the Privacy Rule and the Act. In Open Records 
Decision No. 681 (2004), we noted section 164.512 of title 45 of the Code of Federal 
Regulations provides a covered entity may use or disclose protected health information to 
the extent that such use or disclosure is required by law and the use or disclosure complies 
with and is limited to the relevant requirements of such law. See id. § 164.512(a)(1). We 
further noted the Act "is a mandate in Texas law that compels Texas governmental 
bodies to disclose information to the public." See ORD 681 at 8; see also Gov't Code 
§§ 552.002, .003, .021. We therefore held the disclosures under the Act come within 
section 164.512(a). Consequently, the Privacy Rule does not make information confidential 
for the purpose of section 552.101 of the Government Code. See Abbott v. Tex. Dep 't of 
Mental Health & Mental Retardation, 212 S.W.3d 648 (Tex. App.-Austin 2006, no pet.); 
ORD 681 at 9; see also Open Records Decision No. 478 (1987) (as general rule, statutory 
confidentiality requires express language making information confidential). Because the 
Privacy Rule does not make confidential information that is subject to disclosure under the 
Act, the department may not withhold any of the information at issue under section 552.101 
of the Government Code on that basis. 

Section 552.139 ofthe Government Code provides, in part: 

(a) Information is excepted from [required public disclosure] if it is 
information that relates to computer network security, to restricted 
information under Section 2059.055 [of the Government Code], or to the 
design, operation, or defense of a computer network. 

(b) The following information is confidential: 

(1) a computer network vulnerability report; [and] 

(2) any other assessment of the extent to which data processing 
operations, a computer, a computer program, network, system, or 
system interface, or software of a governmental body or of a 
contractor of a governmental body is vulnerable to unauthorized 
access or harm, including an assessment of the extent to which the 
governmental body's or contractor's electronically stored information 
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containing sensitive or critical information is vulnerable to alteration, 
damage, erasure, or inappropriate use[.] 

Gov't Code§ 552.139(a), (b)(1)-(2). Section 2059.055 ofthe Government Code provides 
in part: 

(b) Network security information is confidential under this section if the 
information is: 

(1) related to passwords, personal identification numbers, access 
codes, encryption, or other components of the security system of a 
state agency; 

(2) collected, assembled, or maintained by or for a governmental 
entity to prevent, detect, or investigate criminal activity; or 

(3) related to an assessment, made by or for a governmental entity or 
maintained by a governmental entity, of the vulnerability of a network 
to criminal activity. 

Id § 2059.055(b). You assert the information at issue could reveal the precise location of 
electronic documents stored in a computer database. You further claim the public 
dissemination of this list could serve as a good resource for ill-intentioned individuals 
seeking to either access other confidential information, or disrupt the databases served by the 
department's computer network. Based on these representations and our review of the 
information, we find the department has demonstrated the information we marked relates to 
computer network security and the design, operation, or defense of a computer network. 
Accordingly, the department must withhold the information we marked under 
section 552.139. However, we find you have not demonstrated how any of the remaining 
information relates to computer network security, or to the design, operation, or defense of 
the computer network as contemplated in section 552.139(a). Further, we find you have 
failed to explain how any of the remaining information consists of a computer network 
vulnerability report or assessment as contemplated by section 552.139(b ). Accordingly, the 
department may not withhold any of the remaining information under section 552.139 of the 
Government Code. As you raise no other exceptions to disclosure, the remaining 
information must be released. 

This letter ruling is limited to the particular information at issue in this request and limited 
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous 
determination regarding any other information or any other circumstances. 

i 
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This ruling triggers important deadlines regarding the rights and responsibilities of the 
governmental body and of the requestor. For more information concerning those rights 
and responsibilities, please visit our website at http://www.texasattorneygeneral.gov/open/ 
orl ruling into.shtml, or call the Office of the Attorney General's Open Government 
Hotline, toll free, at (877) 673-6839. Questions concerning the allowable charges for 
providing public information under the Act may be directed to the Office of the Attorney 
General, toll free, at (888) 672-6787. 

PT/dls 

Ref: ID# 524852 

En c. Submitted documents 

c: Requestor 
(w/o enclosures) 
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