GREG ABBOTT

October 14, 2014

Ms. Halfreda Anderson-Nelson
Senior Assistant General Counsel
Dallas Area Rapid Transit

P.O. Box 660163

Dallas, Texas 75266-0163

OR2014-18384

Dear Ms. Anderson-Nelson;

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”™), chapter 552 of the Government Code. Your request was
assigned ID# 539180 (DART ORR #10968).

Dallas Area Rapid Transit (“DART”’) received a request for information pertaining to DART
police internal affairs investigations involving four named officers during the last three years.
You state DART has released some of the requested information. You claim the submitted
information is excepted from disclosure under sections 552.101, 552.107, 552.108,
and 552.111 of the Government Code. We have considered the exceptions you claim and
reviewed the submitted information.

Initially, we note the submitted information contains peace officers’ Texas Commission on
Law Enforcement (“TCOLE”) identification numbers. In Open Records Decision No. 581
(1990), this office determined certain computer information, such as source codes,
documentation information, and other computer programming, that has no significance other
than its use as a tool for the maintenance, manipulation, or protection of public property is
not the kind of information made public under section 552.021 of the Government Code. We
understand an officer’s TCOLE identification number is a unique computer-generated
number assigned to peace officers for identification in the commissioner’s electronic
database, and may be used as an access device number on the TCOLE website. Accordingly,
we find the officers” TCOLE identification numbers in the submitted information do not
constitute public information under section 552.002 of the Government Code. Therefore,
the TCOLE identification numbers are not subject to the Act and need not be released to the
requestor. '
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Section 552.101 of the Government Code excepts from disclosure “information considered
to be confidential by law, either constitutional, statutory, or by judicial decision.”
Gov’t Code § 552.101. This exception encompasses information protected by other statutes,
including federal law. On November 25,2002, the President of the United States signed the
Homeland Security Act (“HSA”). The HSA created the Department of Homeland Security
(“DHS”) and transferred the Transportation Security Administration (“TSA”), anew agency
created in the Department of Transportation (“DOT”) the previous year to oversee the
security of transportation, to DHS. See 6 U.S.C. §§ 111, 203.

In connection with the transfer of TSA to DHS, the HSA also transferred TSA’s authority
concerning sensitive security information (““SSI”’) under section 40119 of title 49 of the
United States Code to section 114(r) of title 49 of the United States Code and amended
section 40119 to vest similar SSI authority in the secretary of DOT." Section 114(r) of
title 49 states:

(1) In general — Notwithstanding [the Federal Freedom of Information Act
(the “FOIA™)], the Under Secretary |for Transportation Security, head of
TSA] shall prescribe regulations prohibiting the disclosure of information
obtained or developed in carrying out security under authority of the Aviation
and Transportation Security Act . .. if the Under Secretary decides disclosing
the information would —

(C) be detrimental to the security of transportation.

49 U.S.C. § 114(r)(1)(C). This provision authorizes the Under Secretary to prescribe
regulations that prohibit disclosure of information requested not only under the FOIA, but
also under other disclosure statutes. Cf. Public Citizen, Inc. v. Federal Aviation
Administration, 988 F.2d 186, 194 (D.C. Cir. 1993) (former section 40119 authorized
Federal Aviation Administration administrator to prescribe regulations prohibiting disclosure
of information under other statutes as well as under FOIA). Thus, the Under Secretary is
authorized by section 114(r) to prescribe regulations that prohibit disclosure of information
requested under the Act.

Pursuant to the mandate and authority of section 114 of title 49, TSA published regulations
in title 49 of the Code of Federal Regulations that took effect June 17, 2004.
See 69 Fed. Reg. 28066. TSA subsequently published additional regulations regarding the
security of passenger and freight rail services found in title 49 of the Code of Federal
Regulations, which took effect December 26, 2008, with amendments taking effect on
May 20, 2009. See 73 Fed. Reg. 77531; 74 Fed. Reg. 23656. Section 1520.1(a) of these
regulations explains that the regulations govern the “maintenance, safeguarding, and
disclosure of records and information that TSA has determined to be [SSI], as defined in

'This ruling does not construe the parallel federal statutes and regulations that apply to DOT.
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§ 1520.5.” 49 C.F.R. § 1520.1(a). Section 1520.7 states that the covered persons to which
these regulations apply include, among others, rail transit systems subject to the requirements
of part 1580 and “[e]ach person employed by, contracted to, or acting for a covered
person[.]” See id. § 1520.7(k), (n). We note section 1580 states “Rail transit system or ‘Rail
Fixed Guideway System’ means any light, heavy, or rapid rail system, monorail, inclined
plane, funicular, cable car, trolley, or automated guideway that traditionally does not operate
on track that is part of the general railroad system of transportation.” Id. § 1580.3. Further,
section 1520.7(j) specifies that these regulations apply to “[e]ach person who has access to
SSI, as specifiedin § 1520.11.” Id. § 1520.7(j). Pursuant to section 1520.11(a), a person has
a need to know SSI “[w]hen the person requires access to specific SSI to carry out
transportation security activities approved, accepted, funded, recommended, or directed by
DHS or DOT.” Id. § 1520.11(a). Section 1520.11(b) further states that a local government
employee has a need to know SSI “if access to the information is necessary for performance
of the employee’s official duties on behalf or in defense of” the interests of the local
government. Id. § 1520.11(b)(1). Thus, the regulations in title 49 of the Code of
Federal Regulations apply to DART.

As to the release of information by persons other than TSA, section 1520.9(a) of title 49
provides, in part, that a person to which these regulations apply has a duty to protect
information and may disclose SSI “only to covered persons who have a need to know, unless
otherwise authorized in writing by TSA, the Coast Guard, or the Secretary of DOT.”
Id. § 1520.9(a)(2). Section 1520.9(a)(3) of'title 49 further provides that those covered by the
regulation must “[rJefer requests by other persons for SSI to TSA or the applicable
component or agency within DOT or DHS.” Id. § 1520.9(a)(3). SSIis defined to include
certain information obtained or developed in the conduct of security activities, the disclosure
of which TSA has determined would constitute an unwarranted invasion of privacy, reveal
trade secrets or privileged or confidential information obtained from any person, or be
detrimental to the security of transportation. Id. § 1520.5(a). SSI also includes “[s]pecitic
details of . . . rail transportation security measures, both operational and technical, whether
applied directly by the Federal government or another person, including . . . [s]ecurity
measures or protocols recommended by the Federal government,” and “[a]ny information not
otherwise described . . . that TSA determines is SSI under 49 U.S.C. 114(s) or that the
Secretary of DOT determines is SSI under 49 U.S.C. 40119.” Id. § 1520.5(b)(8), (16).

You state the information you have indicated consists of a special order and cooperative
agreement pertaining to the DART police department Explosive Detection Canine Unit. You
further state the cooperative agreement contains TSA’s operational and training requirements
for explosive detection canine units, and the special order contains “[SSI]
concerning DART’s policy and procedures on maintaining canine units used for detecting
explosives . . . [and] directives on locations and situations when explosive canine units are
used and where the use of canine units [is] prohibited.” Thus, you argue, the release of this
information would provide specific information to a terrorist to use in avoiding detection of
an explosive device placed on DART’s property, which includes vehicles, trains, and buses.
Based on the statutory and regulatory scheme described above, your arguments, and our
review, we conclude the decision to release or withhold the information in question is not
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for this office or DART to make, but rather is a decision for the Under Secretary as head of
the TSA. See English v. Gen. Elec. Co., 496 U.S. 72, 79 (1990) (state law is preempted to
extent it actually conflicts with federal law). Therefore, DART may not release the
information at issue at this time under the Act, but instead must refer the information to the
TSA to make a determination concerning disclosure of that information.?

Section 552.101 of the Government Code also encompasses information protected by other
statutes, such as chapter 550 of the Transportation Code. See Transp. Code § 550.064
(officer’s accident report). Section 550.065(b) states, except as provided by subsection (c)
or subsection (e), accident reports are privileged and confidential. Section 550.065(c)(4)
provides for release of accident reports to a person who provides two of the following three
pieces of information: (1) date of the accident; (2) name of any person involved in the
accident; and (3) specific location of the accident. /d. § 550.065(c)(4). Under this provision,
the Texas Department of Transportation (the “department’) or another governmental entity
is required to release a copy of an accident report to a person who provides the agency with
two or more pieces of information specified by the statute. The remaining information
contains a CR-3 Texas Peace Officer’s Crash Report. In this instance, the requestor has not
provided DART with two of the three pieces of required information pursuant to
section 550.065(c)(4). Accordingly, DART must withhold the submitted CR-3 report under
section 552.101 of the Government Code in conjunction with section 550.065(b) of the
Transportation Code.

Section 552.101 of the Government Code also encompasses the doctrine of common-law
privacy, which protects information that is (1) highly intimate or embarrassing, the
publication of which would be highly objectionable to a reasonable person, and (2) not of
legitimate concern to the public. Indus. Found. v. Tex. Indus. Accident Bd., 540
S.W.2d 668, 685 (Tex. 1976). To demonstrate the applicability of common-law privacy,
both prongs of this test must be satisfied. /d. at 681-82. Types of information considered
intimate and embarrassing by the Texas Supreme Court are delineated in Industrial
Foundation. Id. at 683. Upon review, we find you have not demonstrated how the
information you have indicated is highly intimate or embarrassing and not of legitimate
public concern. Thus, the information you have indicated may not be withheld under
section 552.101 of the Government Code in conjunction with common-law privacy.

Section 552.107(1) of the Government Code protects information that comes within the
attorney-client privilege. When asserting the attorney-client privilege, a governmental body
has the burden of providing the necessary facts to demonstrate the elements of the privilege
in order to withhold the information at issue. See Open Records Decision No. 676
at 6-7 (2002). First, a governmental body must demonstrate the information constitutes or
documents a communication. Id. at 7. Second, the communication must have been made
“for the purpose of facilitating the rendition of professional legal services” to the client
governmental body. See TEX. R. EvVID. 503(b)(1). The privilege does not apply when an -

*Because our ruling is dispositive, we do not address your remaining arguments against disclosure of
this information.
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attorney or representative is involved in some capacity other than that of providing or
facilitating professional legal services to the client governmental body. See In re Tex.
Farmers Ins. Exch., 990 S.W.2d 337, 340 (Tex. App.—Texarkana 1999, orig. proceeding)
(attorney-client privilege does not apply if attorney acting in capacity other than that of
attorney). Governmental attorneys often act in capacities other than that of professional legal
counsel, such as administrators, investigators, or managers. Thus, the mere fact that a
communication involves an attorney for the government does not demonstrate this element.
Third, the privilege applies only to communications between or among clients, client
representatives, lawyers, lawyer representatives, and a lawyer representing another party in
a pending action and concerning a matter of common interest therein. See TEX. R. EVID.
503(b)(1). Thus, a governmental body must inform this office of the identities and capacities
of the individuals to whom each communication at issue has been made. Lastly, the
attorney-client privilege applies only to a confidential communication, id., meaning it was
“not intended to be disclosed to third persons other than those to whom disclosure is made
in furtherance of the rendition of professional legal services to the client or those reasonably
necessary for the transmission of the communication.” [Id. 503(a)(5). Whether a
communication meets this definition depends on the intent of the parties involved at the time
the information was communicated. See Osborne v. Johnson, 954 S.W.2d 180, 184
(Tex. App.—Waco 1997, orig. proceeding). Moreover, because the client may electto waive
the privilege at any time, a governmental body must explain the confidentiality of a
communication has been maintained. Section 552.107(1) generally excepts an entire
communication that is demonstrated to be protected by the attorney-client privilege unless
otherwise waived by the governmental body. See Huie v. DeShazo, 922 S.W.2d 920, 923
(Tex. 1996) (privilege extends to entire communication, including facts contained therein).

You state the information you have indicated consists of communications involvinga DART
attorney and DART employees in their capacities as clients. You state these communications
were made in furtherance of the rendition of professional legal services to DART. Youstate
these communications were confidential and were not intended to be disclosed to third
parties. Based on your representations and our review, we find you have demonstrated the
applicability of the attorney-client privilege to the information at issue. Accordingly, DART
may withhold the information you have indicated under section 552.107(1) of the
Government Code.

Section 552.108(a)(1) of the Government Code excepts from disclosure “[i]nformation held
by a law enforcement agency or prosecutor that deals with the detection, investigation, or
prosecution of crime . . . if . . . release of the information would interfere with the detection,
investigation, or prosecution of crime[.]” Gov’t Code § 552.108(a)(1). A governmental
body claiming section 552.108(a)(1) must reasonably explain how and why this exception
isapplicable to the information at issue. See id. §§ 552.108(a)(1), .301(e)(1)(A); see also Ex
parte Pruitt, 551 S.W.2d 706 (Tex. 1977). We note section 552.108 is generally not
applicable to the records of an internal affairs investigation that is purely administrative in
nature and does not involve the investigation or prosecution of crime. See City of
Fort Worth v. Cornyn, 86 S.W.3d 320 (Tex. App.—Austin 2002, no pet.); Morales v.
Ellen, 840 S.W.2d 519 (Tex. App.—El Paso 1992, writ denied) (statutory predecessor to
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section 552.108 not applicable to internal investigation that did not result in criminal
investigation or prosecution); see also Open Records Decision No. 350 at 3-4 (1982).
However, you represent the information pertaining to internal affairs investigation number
IA12-10 relates to a pending criminal case that is being investigated by DART’s police
department. Based upon your representation and our review, we conclude release of the
information at issue will interfere with the detection, investigation, or prosecution of crime.
See Houston Chronicle Publ’'g Co. v. City of Houston, 531 S.W.2d 177
(Tex. Civ. App.—Houston [14th Dist.] 1975) (court delineates law enforcement interests that
are present in active cases), writ ref 'd n.r.e. per curiam, 536 S.W.2d 559 (Tex. 1976). Thus,
DART may withhold the remaining information pertaining to internal affairs investigation
number IA12-10 under section 552.108(a)(1) of the Government Code.

Section 552.108(b) of the Government Code excepts from disclosure “[a]n internal record
or notation of a law enforcement agency or prosecutor that is maintained for internal use in
matters relating to law enforcement or prosecution . . . if (1) release of the internal record or
notation would interfere with law enforcement or prosecution[.]” Gov’t Code
§ 552.108(b)(1). This section is intended to protect “information which, if released, would
permit private citizens to anticipate weaknesses in a police department, avoid detection,
jeopardize officer safety, and generally undermine police efforts to effectuate the laws of this
State.” City of Fort Worth v. Cornyn, 86 S.W.3d 320, 327 (Tex. App.—Austin 2002,
no pet.). This office has concluded this provision protects certain kinds of information, the
disclosure of which might compromise the security or operations of a law enforcement
agency. See, e.g., Open Records Decision Nos. 531 at 3-4 (1989) (detailed guidelines
regarding police department’s use of force policy), 508 at 3-4 (1988) (information relating
to future transfers of prisoners), 413 (1984) (sketch showing security measures for
forthcoming execution). However, to claim this aspect of section 552.108 protection a
governmental body must meet its burden of explaining how and why release of the
information at issue would interfere with law enforcement and crime prevention.
Open Records Decision No. 562 at 10 (1990). Further, commonly known policies and
techniques may not be withheld under section 552.108. See, e.g., Open Records Decision
Nos. 531 at 2-3 (former section 552.108 does not protect Penal Code provisions, common-
law rules, and constitutional limitations on use of force), 252 at 3 (1980) (governmental body
did not meet burden because it did not indicate why investigative procedures and techniques
submitted were any different from those commonly known with law enforcement and crime
prevention). To prevail on its claim that section 552.108(b)(1) excepts information from
disclosure, a law-enforcement agency must do more than merely make a conclusory assertion
that releasing the information would interfere with law enforcement. The determination of
whether the release of particular records would interfere with law enforcement is made on
a case-by-case basis. Open Records Decision No. 409 at 2 (1984).

You state the information you have indicated contains a DART police department internal
affairs investigation file that details department use of force guidelines. You assert release
of this information would interfere with law enforcement pursuant to section 552.108(b)(1)
of the Government Code. Upon review, we find you have not established the release of the
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information at issue would interfere with law enforcement. Therefore, DART may not
withhold any of the information at issue under section 552.108(b)(1).

Section 552.111 of the Government Code excepts from disclosure “[a]n interagency or
intraagency memorandum or letter that would not be available by law to a party in litigation
with the agency[.]” Gov’t Code § 552.111. This exception encompasses the deliberative
process privilege. See Open Records Decision No. 615 at 2 (1993). The purpose of
section 552.111 is to protect advice, opinion, and recommendation in the decisional process
and to encourage open and frank discussion in the deliberative process. See Austin v. City
of San Antonio, 630 S.W.2d 391, 394 (Tex. App.—San Antonio 1982, writ ref’d n.r.e.);
Open Records Decision No. 538 at 1-2 (1990).

In Open Records Decision No. 615, this office re-examined the statutory predecessor to
section 552.111 in light of the decision in Texas Department of Public Safety v.
Gilbreath, 842 S.W.2d 408 (Tex. App.—Austin 1992, no writ). We determined
section 552.111 excepts from disclosure only those internal communications that consist of
advice, recommendations, opinions, and other material reflecting the policymaking processes
of the governmental body. See ORD 615 at 5. A governmental body’s policymaking
functions do not encompass routine internal administrative or personnel matters, and
disclosure of information about such matters will not inhibit free discussion of policy issues
among agency personnel. Id.; see also City of Garland v. Dallas Morning News, 22
S.W.3d 351 (Tex. 2000) (section 552.111 not applicable to personnel-related
communications that did not involve policymaking). A governmental body’s policymaking
functions do include administrative and personnel matters of broad scope that affect the
governmental body’s policy mission. See Open Records Decision No. 631 at 3 (1995).

Further, section 552.111 does not protect facts and written observations of facts and events
that are severable from advice, opinions, and recommendations. Arlington Indep. Sch. Dist.
v. Tex. Attorney Gen. , 37 S.W.3d 152 (Tex. App.—Austin 2001, no pet.); see ORD 615 at 5.
But if factual information is so inextricably intertwined with material involving advice,
opinion, or recommendation as to make severance of the factual data impractical, the factual
information also may be withheld under section 552.111. See Open Records Decision
No. 313 at 3 (1982).

You assert the information you have indicated contains documents that provide “advice and
recommendation on the procedures for DART’s . . . use of force guidelines.” Upon review,
however, we find the information at issue is general administrative and purely factual
information. Thus, we find you have failed to show how the information at issue consists
of advice, opinions, or recommendations on the policymaking matters of DART.
Accordingly, the information at issuec may not be withheld under section 552.111 of the
Government Code.
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We note some of the remaining information is subject to sections 552.102, 552.117,
and 552.130 of the Government Code.” Section 552.102(a) excepts from disclosure
“information in a personnel file, the disclosure of which would constitute a clearly
unwarranted invasion of personal privacy.” Gov’t Code § 552.102(a). The Texas Supreme
Court held section 552.102(a) excepts from disclosure the dates of birth of state employees
in the payroll database of the Texas Comptroller of Public Accounts. Tex. Comptroller of
Pub. Accounts v. Attorney Gen. of Tex., 354 S.W.3d 336 (Tex. 2010). Having carefully
reviewed the information at issue, we find DART must withhold the dates of birth we have
marked under section 552.102(a) of the Government Code.

Section 552.117(a)(2) of the Government Code excepts from public disclosure the home
address, home telephone number, emergency contact information, and social security number
of a peace officer, as well as information that reveals whether the peace officer has family
members, regardless of whether the peace officer complies with sections 552.024
and 552.1175 of the Government Code. See Gov’t Code § 552.117(a)2).
Section 552.117(a)(2) applies to peace officers as defined by article 2.12 of the Code of
Criminal Procedure. We note section 552.117 is also applicable to personal cellular
telephone numbers, provided the cellular telephone service is not paid for by a governmental
body. See Open Records Decision No. 506 at 5-6 (1988) (section 552.117 not applicable to
cellular telephone numbers paid for by governmental body and intended for official use).
Accordingly, DART must withhold the information we have marked under
section 552.117(a)(2) of the Government Code; however, DART may only withhold the
marked cellular telephone numbers if a governmental body does not pay for the cellular
telephone service.

Section 552.130 of the Government Code provides information relating to a motor vehicle
operator’s license, driver’s license, motor vehicle title or registration, or personal
identification document issued by an agency of this state or another state or country is
excepted from public release. See Gov’t Code § 552.130(a). Accordingly, DART must
withhold the motor vehicle record information we have marked under section 552.130 of the
Government Code.

In summary, the submitted TCOLE identification numbers are not subject to the Act and
need not be released to the requestor. DART may not release the information you have
indicated at this time under the Act, but instead must refer the information to the TSA to
make a determination concerning disclosure of that information. DART must withhold the
submitted CR-3 report under section 552.101 of the Government Code in conjunction with
section 550.065(b) of the Transportation Code. DART may withhold the information you
have indicated under section 552.107(1) of the Government Code, and the remaining
information pertaining to internal affairs investigation number I1A12-10 under
section 552.108(a)(1) of the Government Code. DART must withhold the dates of birth we

>The Office of the Attorney General will raise mandatory exceptions on behalf of a governmental body,
but ordinarily will not raise other exceptions. See Open Records Decision Nos. 481 (1987), 480 (1987), 470
(1987).
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have marked under section 552.102(a) of the Government Code. DART must withhold the
information we have marked under section 552.117(a)(2) of the Government Code; however,
the cellular telephone numbers we have marked may only be withheld if a governmental
body does not pay for the cellular telephone service. DART must withhold the motor vehicle
information we have marked under section 552.130 of the Government Code and release the
remaining information.*

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights
and responsibilities, please visit our website at http://www.texasattorneygeneral.gov/open/
orl_ruling_info.shtml, or call the Office of the Attorney General’s Open Government
Hotline, toll free, at (877) 673-6839. Questions concerning the allowable charges for
providing public information under the Act may be directed to the Office of the Attorney
General, toll free, at (888) 672-6787. '

Sincerely,

Nicholas A. Ybarra
Assistant Attorney General
Open Records Division
NAY/bhf

Ref: ID# 539180

Enc.  Submitted documents

c: Requestor
(w/o enclosures)

“We note the information being released contains a social security number. Section 552.147(b) of the
Government Code authorizes a governmental body to redact a living person’s social security number from
public release without the necessity of requesting a decision from this office. See Gov’'t Code § 552.147(b).




