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KEN PAXTON

ATTORNEY GENERAL OF TEXAS

October 11, 2016

Mr. John M. Muiliz

Counsel for Knippa Independent School District
Walsh, Gallegos, Trevifio, Russo & Kyle, P.C.
P.O. Box 460606 '

San Antonio, Texas 78246

OR2016-22699
Dear Mr. Muiiiz:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act™), chapter 552 of the Government Code. Your request was
assigned ID# 629900. .

The Knippa Independent School District (the “district™), which you represent, received a
request for specified categories of information, including e-mails of named individuals
regarding specified topics. The district claims some of the submitted information is excepted
from disclosure under sections 552.101, 552.102, and 552.107 of the Government Code. We
have considered the claimed exceptions and reviewed the submitted information. We have
also considered comments submitted by the requestor. See Gov’t Code § 552.304 (interested
party may submit comments stating why information should or should not be released).

The United States Department of Education Family Policy Compliance Office (the “DOE”)
has informed this office that the Family Educational Rights and Privacy Act (“FERPA”),
section 1232g of title 20 of the United States Code, does not permit state and local
educational authorities to disclose to this office, without parental consent, unredacted,
personally identifiable information contained in education records for the purpose of our
review in the open records ruling process under the Act.'" Consequently, state and local
educational authorities that receive a request for education records from a member of the

'A copy of this letter may be found on the Office of the Attorney General’s website:
https://www texasattorneygeneral.gov/files/0g/20060725usdoe.pdf.
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public under the Act must not submit education records to this office in unredacted form, that
is, in a form in which “personally identifiable information™ is disclosed. See 34 C.F.R.
§ 99.3 (defining “personally identifiable information™). The district informs us it has
redacted some of the requested information pursuant to FERPA. However, the district has
also submitted, among other things, unredacted education records for our review. Because
our office is prohibited from reviewing these education records to determine whether
appropriate redactions under FERPA have been made, we will not address the applicability
of FERPA to any of the submitted records. Such determinations under FERPA must be
made by the educational authority in possession of the education records.” However, the
DOE also has informed our office the right of access of a student or a student’s legal
representative under FERPA to information about the student does not prevail over an
educational institution’s right to assert the attorney-client privilege. Accordingly, we will
consider the district’s arguments for the attorney-client privilege under section 552.107 of
the Government Code and Texas Rule of Evidence 503.

Next, we note the submitted information contains a settlement agreement that is subject to
section 552.022(a)(18) of the Government Code, which provides the following:

Without limiting the amount or kind of information that is public information
under this chapter, the following categories of information are public
information and not excepted from required disclosure unless made
confidential under this chapter or other law:

(18) a settlement agreement to which a governmental body is

a party.

Gov’t Code § 552.022(a)(18). Although the district asserts the information subject to
section 552.022 is excepted from release under section 552.107 of the Government Code,
this section is discretionary and does not make information confidential under the Act. See
Open Records Decision No. 676 at 6 (2002) (section 552.107 is not other law for purposes
of section 552.022); see also Open Records Decision No. 665 at 2 n.5 (2000) (discretionary
exceptions generally). Therefore, the district may not withhold the information subject to
section 552.022 under section 552.107. However, the Texas Supreme Court has held the
Texas Rules of Evidence are “other law” that make information expressly confidential for
purposes of section 552.022. In re City of Georgetown, 53 S.W.3d 328, 336 (Tex. 2001).

’In the future, if the district does obtain parental consent to submit unredacted education records and
the district seeks a ruling from this office on the proper redaction of those education records in compliance with
FERPA, we will rule accordingly.
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Therefore, we will consider the assertion of the attorney-client privilege under rule 503 for
this information.

Texas Rule of Evidence 503(b)(1) provides the following:

A client has a privilege to refuse to disclose and to prevent any other person
from disclosing confidential communications made to facilitate the rendition
of professional legal services to the client:

(A) between the client or the client’s representative and the
client’s lawyer or the lawyer’s representative;

(B) between the client’s lawyer and the lawyer’s
representative;

(C) by the client, the client’s representative, the client’s
lawyer, or the lawyer’s representative to a lawyer
representing another party in a pending action or that lawyer’s
representative, if the communications concern a matter of
common interest in the pending action;

(D) between the client’s representatives or between the client
and the client’s representative; or

(E) among lawyers and their representatives representing the
same client.

Tex. R. Evid. 503(b)(1). A communication is “confidential” if not intended to be disclosed
to third persons other than those to whom disclosure is made to further the rendition of

professional legal services to the client or reasonably necessary to transmit the
communication. /d. 503(a)(5).

Accordingly, in order to withhold attorney-client privileged information from disclosure
under rule 503, a governmental body must 1) show that the document is a communication
transmitted between privileged parties or reveals a confidential communication; 2) identify
the parties involved in the communication; and 3) show that the communication is
confidential by explaining that it was not intended to be disclosed to third persons and that
it was made in furtherance of the rendition of professional legal services to the client. See
ORD 676. Upon a demonstration of all three factors, the entire communication is
confidential under rule 503 provided the client has not waived the privilege or the
communication does not fall within the purview of the exceptions to the privilege
enumerated in rule 503(d). Huie v. DeShazo, 922 S.W.2d 920, 923 (Tex. 1996) (privilege
extends to entire communication, including facts contained therein); In re Valero Energy
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Corp., 973 S.W.2d 453, 457 (Tex. App.—Houston [14th Dist.] 1998, orig. proceeding)
(privilege attaches to complete communication, including factual information).

The information subject to section 552.022, which we have marked, is attached to a
communication that the district asserts is between an attorney for and employees of the
district that was made for the purpose of rendering professional legal advice. It also asserts
this communication was intended to be confidential and its confidentiality has been
maintained. pon review, we find the district has established the information subject to
section 552.022 constitutes a privileged attorney-client communication that it may withhold
under rule 503.

Section 552.107(1) of the Government Code also protects information that comes within the
attorney-client privilege. The elements of the privilege under section 552.107(1) are the
same as those discussed for rule 503. When asserting the attorney-client privilege, a
governmental body has the burden of providing the necessary facts to demonstrate the
elements of the privilege in order to withhold the information at issue. See ORD 676 at 6-7.
Section 552.107(1) generally excepts an entire communication that is demonstrated to be
protected by the attorney-client privilege unless otherwise waived by the governmental body.
See Huie, 922 S.W.2d at 923.

The district asserts the remaining information it has marked under section 552.107 consists
of confidential e-mail communications between attorneys for and employees of or contractors
for the district that were made in furtherance of the rendition of professional legal services.
The district also asserts these communications were intended to be confidential and their
confidentiality has been maintained. We note some of the information at issue consists of
communications with individuals whom the district has not identified or otherwise
established are privileged parties. Thus, we conclude the district has failed to establish this
information, which we have marked for release, is excepted from disclosure under
section 552.107(1). Nevertheless, we find the district has established the remaining
information it has marked under section 552.107 constitutes privileged attorney-client
communications. Consequently, the district may generally withhold this information under
section 552.107(1) of the Government Code. However, we note these documents include
e-mails received from or sent to non-privileged parties. Furthermore, if the e-mails received
from or sent to the non-privileged parties are removed from the e-mail strings and stand
alone, they are responsive to the request for information. Therefore, if the district maintains
the non-privileged e-mails, which we have marked, separate and apart from the otherwise
privileged e-mail strings in which they appear, then the district may not withhold these
non-privileged e-mails under section 552.107(1) of the Government Code.

We note some of the non-privileged e-mails contain e-mail addresses of members of the
public. Section 552.137 ofthe Government Code excepts from disclosure “an e-mail address
of a member of the public that is provided for the purpose of communicating electronically
with a governmental body” unless the member of the public consents to its release or the
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e-mail address is of a type specifically excluded by subsection (c).* See Gov’t Code
§ 552.137(a)~(c). Section 552.137 does not apply to a government employee’s work e-mail
address because such an address is not that of the employee as a “member of the public,” but
is instead the address of the individual as a government employee. Additionally,
section 552.137 does not apply to the private e-mail addresses of government officials who
use their private e-mail addresses to conduct official government business. See Austin
Bulldog v. Leffingwell, 490 S.W.3d 240 (Tex. App.— Austin 2016, no pet.). The e-mail
addresses at issue do not appear to be of a type specifically excluded by section 552.137(c).
The district does not inform us a member of the public has affirmatively consented to the
release of any e-mail address contained in the submitted materials. Therefore, the city must
withhold the e-mail addresses of members of the public in the non-privileged e-mails under
section 552.137 of the Government Code, unless they belong to government officials who
use their private e-mail addresses to conduct official government business.

Section 552.101 of the Government Code excepts from disclosure “information considered
to be confidential by law, either constitutional, statutory, or by judicial decision.” Gov’t
Code § 552.101. This section encompasses sections 418.176(a), 418.181, and 418.182 of
the Government Code. Section 418.176(a) provides as follows:-

Information is confidential if the information is collected, assembled, or
maintained by or for a governmental entity for the purpose of preventing,
detecting, responding to, or investigating an act of terrorism or related
criminal activity and:

(1) relates to the staffing requirements of an emergency response
provider, including a law enforcement agency, a fire-fighting agency,
OT an emergency services agency;

(2) relates to a tactical plan of the provider; or

(3) consists of a list or compilation of pager or telephone numbers,
including mobile and cellular telephone numbers, of the provider].]

Id § 418.176(a). Section 418.181 of the Government Code provides, “[t]hose documents
or portions of documents in the possession of a governmental entity are confidential if they
identify the technical details of particular vulnerabilities of critical infrastructure to an act of
terrorism.” Id. § 418.181. Section 418.182(a) of the Government Code provides,
“information . . . in the possession of a governmental entity that relates to the specifications,
operating procedures, or location of a security system used to protect public or private
property from an act of terrorism or related criminal activity is confidential.” Id.

*The Office of the Attorney General will raise mandatory exceptions on behalfofa governmental body.
See Open Records Decision Nos. 481 at 2 (1987), 480 at 5 (1987).
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§ 418.182(a) of the Government Code. The fact that information may generally be related
to emergency preparedness does not make the information per se confidential under
section 418.176. See Open Records Decision No. 649 at 3 (1996) (language of
confidentiality provisions controls scope of its protection). As with any confidentiality
statute, a governmental body asserting sections 418.176(a), 418.181, and 418.182 must
adequately explain how the responsive information falls within the scope of the provisions.
See Gov’t Code § 552.301(e)(1)(A) (governmental body must explain how claimed
exception to disclosure applies).

The district asserts release of some of the remaining information will expose weaknesses and
vulnerabilities of the district’s crisis management plan, as well as details of the district’s fire -
and lock-down drills. The district also states it collected, assembled, and maintains this
information for the purpose of preventing, detecting, responding to, and investigating an
emergency, including an act of terrorism or related criminal activity. Upon review, we find
the schools at issue consist of critical infrastructure. See generally id. § 421.001 (defining
“critical infrastructure” to include “all public or private assets, systems, and functions vital
to the security, governance, public health and safety, economy, or morale of the state or the
nation”). We also determine some of the submitted information, which we have marked,
identifies particular vulnerabilities of these buildings to an act of terrorism. Accordingly, the
district must withhold the information we have marked under section 552.101 of the
Government Code in conjunction with section 418.181 of the Government Code. However,
the district has not shown any of the remaining information is confidential under
section 418.181, and may not withhold it under section 552.101 on that ground. The district
has also not demonstrated any of the remaining information was created for the purpose of
preventing, detecting, responding to, or investigating an act of terrorism or related criminal
activity; that it relates to the staffing requirements or tactical plan of an emergency response
provider; or that it consists of a list or compilation of pager or telephone numbers of an
emergency response provider. Consequently, the district has failed to establish the remaining
information is confidential under section 418.176(a), and may not withhold it under
section 552.101 on that ground. In addition, we find the district has not established any of
the remaining information consists of specifications, operating procedures, or location of a
security system used to protect public or private property. Therefore, the district has failed
to establish the remaining information is confidential under section 418.182(a), and may not
withhold it under section 552.101 on that ground.

Section 552.101 of the Government Code also encompasses section 21.048 of the Education
Code, which addresses teacher certification examinations. Section 21.048(c-1) provides the
following:

The results of an examination administered under this section are confidential
and are not subject to disclosure under [the Act], unless the disclosure is
regarding notification to a parent of the assignment of an uncertified teacher
to a classroom as required by Section 21.057.
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Educ. Code § 21.048(c-1). Some of the remaining information reveals teacher certification
examination results administered under section 21.048. Thus, the district must withhold this
information, which we have marked, under section 552.101 of the Government Code in
conjunction with section 21.048(c-1) of the Education Code. However, we find the district
has not established any of the remaining information is confidential under
section 21.048(c-1), and may not withhold it under section 552.101 on that ground.

Section 552.102(a) of the Government Code excepts from disclosure “information in a
personnel file, the disclosure of which would constitute a clearly unwarranted invasion of
personal privacy[.]” Gov’t Code § 552.102(a). The Texas Supreme Court has held
section 552.102(a) excepts from disclosure the dates of birth of state employees in the payroll
database of the Texas Comptroller of Public Accounts. Tex. Comptroller of Pub. Accounts
v. Attorney Gen. of Tex., 354 S.W.3d 336 (Tex. 2010). We agree the district must withhold
the date of birth it has marked under section 552.102(a) of the Government Code.

Section 552.102(b) of the Government Code excepts from disclosure ““a transcript from an
institution of higher education maintained in the personnel file of a professional public
school employee[.]” Gov’t Code § 552.102(b). This exception further provides, however,
that “the degree obtained or the curriculum on a transcript in the personnel file of the
employee” are not excepted from disclosure. Id. The district must withhold the submitted
educational transcripts under section 552.102(b) of the Government Code, except for the
information that reveals the employee’s name, the degree obtained, and the courses taken,
which the district must release. See Open Records Decision No. 526 (1989) (addressing
statutory predecessor).

Section 552.117(a)(1) of the Government Code excepts from disclosure the home addresses
and telephone numbers, emergency contact information, social security numbers, and family
member information of current or former officials or employees of a governmental body who
request that this information be kept confidential under section 552.024 of the Government
Code, except as provided by section 552.024(a-1). Gov’t Code § 552.117(a)(1).
Section 552.024(a-1) of the Government Code provides, “[a] school district may not require
an employee or former employee of the district to choose whether to allow public access to
the employee’s or former employee’s social security number.” Id. § 552.024(a-1). Thus, the
district may only withhold under section 552.117 the home address and telephone number,
emergency contact information, and family member information of a current or former
employee or official of the district who requests this information be kept confidential under
section 552.024. Section 552.117 also encompasses a personal cellular telephone number,
provided a governmental body does not pay for the cellular telephone service. See Open
Records Decision No. 506 at 5-6 (1988) (section 552.117 not applicable to cellular telephone
numbers paid for by governmental body and intended for official use). Whether a particular
item of information is protected by section 552.117(a)(1) must be determined at the time of
the governmental body’s receipt of the request for the information. See Open Records
Decision No. 530 at 5 (1989). Thus, information may be withheld under
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section 552.117(a)(1) only on behalf of a current or former official or employee who made
a request for confidentiality under section 552.024 prior to the date of the governmental
body’s receipt of the request for the information. Therefore, the district must withhold the
information we have marked under section 552.117(a)(1) if the employees at issue made
timely elections to keep the information confidential; however, the district may only
withhold the cellular telephone numbers at issue under section 552.117(a)(1) if the cellular
telephone service was not provided to the employees at issue at public expense.

Section 552.130 of the Government Code provides information relating to a motor vehicle
operator’s license, driver’s license, motor vehicle title or registration, or personal
identification document issued by an agency of this state or another state or country is
excepted from public release. See Gov’t Code § 552.130. The district must withhold the
motor vehicle record information we have marked under section 552.130 of the Government
Code.

Section 552.147(a-1) of the Government Code provides, “[t]he social security number of an
employee of a school district in the custody of the district is confidential.” Gov’t Code
§ 552.147(a-1). Thus, section 552.147(a-1) makes the social security numbers of school
district employees confidential, without such employees being required to first make a
confidentiality election under section 552.024 of the Government Code. Id. § 552.024(a-1)
(school district may not require employee or former employee of district to choose whether
to allow public access to employee’s or former employee’s social security number). Reading
sections 552.024(a-1) and 552.147(a-1) together, we conclude section 552.147(a-1) makes
confidential the social security numbers of both current and former school district employees.
Accordingly, the district must withhold the social security number we have marked under
section 552.147(a-1) of the Government Code.

To conclude, the district may withhold the information we have marked under Texas Rule
of Evidence 503. With the exception of the information we have marked for release, the
district may withhold the remaining information it has marked under section 552.107 of the
Government Code; however, the district may not withhold the non-privileged e-mails we
have marked if it maintains them separate and apart from the otherwise privileged e-mail
strings in which they appear. To the extent they are not excepted from release under
section 552.107, the city must withhold the e-mail addresses of members of the public in the
non-privileged e-mails under section 552.137 of the Government Code, unless they belong
to government officials who use their private e-mail addresses to conduct official
~ government business. The district must withhold the information we have marked under
section 552.101 of the Government Code in conjunction with section 418.181 of the
Government Code and section 21.048(c-1) of the Education Code. The district must
withhold the date of birth it has marked under section 552.102(a) of the Government Code.
With the exception of the information that reveals the employee’s name, the degree obtained,
and the courses taken, which the district must release, the district must withhold the
submitted educational transcripts under section 552.102(b) of the Government Code. The
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district must withhold the information we have marked under section 552.117(a)(1) of the
Government Code if the employees at issue made timely elections to keep the information
confidential; however, the district may only withhold the cellular telephone numbers at issue
under section 552.117(a)(1) if the cellular telephone service was not provided to the
employees at issue at public expense. Regardless, the district must withhold the social
security number we have marked under section 552.147(a-1) of the Government Code. The
district must withhold the information we have marked under section 552.130 of the
Government Code. The district must release the remaining information. This ruling does
not address the applicability of FERPA to the submitted information. Should the district
determine that all or portions of the submitted information consist of “education records” that
must be withheld under FERPA, the district must dispose of that information in accordance
with FERPA, rather than the Act.

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights
and responsibilities, please visit our website at http://www.texasattorneygeneral.gov/open/
orl ruling info.shtml, or call the Office of the Attorney General’s Open Government
Hotline, toll free, at (877) 673-6839. Questions concerning the allowable charges for
providing public information under the Act may be directed to the Office of the Attorey
General, toll free, at (888) 672-6787. :

Sincerely,

Jameg V. Coggeshall

Assistant Attorney General
Open Records Division

JLC/bw
Rcf: ID# 629900
Enc. Submitted documents

c: Requestor
(w/o enclosures)



