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Citrix Configuration and Access Procedures

1. General Information

This document will instruct you in how to install the software necessary to access the OAG
network and corresponding applications away from the office. This software is called Citrix
MetaFrame (“Citrix”) and allows you to connect to the OAG Crime Victims’ Compensation
system remotely via the Internet.

The minimum requirements for your computer to install and use Citrix are:

e Internet Explorer version 6 or higher

e Microsoft Windows (XP Professional, XP Home, 2000 Professional or 2000 Server)
Please note that Citrix does not support other Web browsers such as:

e Mozilla Firefox

o Apple Safari

If you have any questions before, during or after installing Citrix, please contact the CVC
Remote User line at (512) 936-1768 or CVCRemoteUsers@oag.state.tx.us for assistance.

2. Pre-Installation Information

There are a few initial setup and configuration steps that you will need to do in order for this
service to work properly. If your PC has been configured to NOT allow applications to be
installed you will need to adjust the user policies or login as an Administrator. For more
information on Administrator accounts see Appendix A.

You will need to modify your security options in Internet Explorer to identify the OAG Citrix
addresses as trusted sites.

2.1 Internet Security Options

Internet Explorer will allow you to set trusted sites that you know are safe. You must enter
these sites before you install Citrix, or you may have issues during the installation. You
will add two addresses to your Internet Explorer trusted site list.
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On your Internet Explorer task bar, select: Tools and scroll to Internet Options. Select
the Security tab. Click on the Trusted sites icon and click the Sites... button (in the

middle on the right side of the box).

21 x|

General Security I F'rivac:_l.-ll Contentl Connectionsl F'rogramsl .t'-‘-.dvanc:edl
Select aweb content zone to specify itz security zettings.
. 2 0O @
Irnternet Local intranet  Trusted sites Restricted
zites

Trusted sites

Thig zone containg Web zites that pou
trust not ko damage your cormputer or
data.

— Securty level for this zone

Custom

Custam settings.
- Ta change the zettings. click Custom Lewel.
- To uze the recommended zettingz. click Default Lewvel.

LCustam Lewvel .. I Default Lewvel I

ak. | Cancel Apoply

2.2 Trusted Sites

The Trusted sites box will display. Add the two OAG Citrix server addresses by doing the

following:

o Type https:/icag1.oag.state.tx.us in the box that says, “Add this Web site to the

zone.” Press Add.

o Type https:/icag2.0ag.state.tx.us in the box that says, “Add this Web site to the

zone.” Press Add.
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Each address should appear in the Web sites box after you click Add. When the two
addresses are added and displayed in the Web sites box, click OK to exit the Trusted
sites setup.

You can add and remove \Web sites From this zone. All Web sites
in this zone will use the zone's security settings,

Add this \Web site ko the 2one:

I https://cag2.oag. stake. by, us/

Web sites:

https:/fcagl oag.stake.tx,us Remave |

[ Require server verification (https:) for all sites in this zone

oK Cancel

3. Citrix Installation

You are now ready to install Citrix. Each step in the installation process is provided in the
following pages, including a screenshot and corresponding instructions. Make sure to follow the
instructions exactly. You begin by launching your Internet Explorer browser and typing the
following URL in the address bar: https://cag1.oag.state.tx.us/. Press Enter. This will take you
to the Citrix Web Interface page. If you receive a Security Alert box, click OK.

Security Alert |
“rou are about to view pages over a secure connection.
:J.

Any information pou exchange with thiz site cannot be
wiewed by anpone elze on the “web.

[T If the future, do not show this warning

More Info
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3.1 Accessing Initial Citrix Web Interface Page

This screen will be displayed:

2} web Interface Log In - Microsoft Internet Explorer = O] =]
File Edit View Favorites Tools Help | .?
3 AL 3 g . 3 —_ | 5
Qe - © - [x [F | Dz Yireens @[ - B - QBB
Address [&] https: fjcagt .oag.state.be.us{CitrixAccessPlatform/authflogin. aspx B3 Go | Links >*

-
Lag in & | Welcome
User name: To log in, enter your OAG credentials, and then click Log In.
I If wou are having an issue connecting, please contact the Admin & Legal Helpdeslk,
Passwaord:
I Admin & Legal Helpdesk
(512} 936-1699
Context: helpdesk@oag. state. tx.us
Message Center
The Message Center displays any information or error messages that may occur,
Advanced Cptions =>>
f,;l ¥ou do not have the Citrix Presentation Server Client installed on ywour system. aAfter
installation, you must restart your browser,
Download the Citrix Presentation Server Client for 32-bit Windows
Other clients are available fram the Citrix client download site

For Official Use Only
Office of the Attorney General - State of Texas, USA
Cata security procedures have been installed on this systern. Usage is subject to security testing and monitoring, Unauthorized use is prohibited, Any attermp to
circurmuent OAG security or to enter unauthorized data will be considered a violation of law and abusers are subject to criminal prosecution.

=
|&] Done EIQ Trusted sites y

In the Message Center, you will see a message indicating: “You do not have the Citrix
Presentation Server Client installed on your system. After installation, you must restart
your browser.” Do not enter your user ID and password yet. You will first download the
Citrix Presentation Server Client.

3.2 Citrix Presentation Server Client Download

Click on the underlined link in the Message Center to download the Citrix client:

Download the Citrix Presentation Server Client for 32-bit Windows

Citrix Procedures_08172007.doc Page 4 of 15 2/1/2008



Citrix Configuration and Access Procedures

You may receive one of the following File Download pop-ups. Depending on which one
comes up on your PC, click either Run (for figure #1) or Open (for figure #2).

File Download - Security ¥Warning x|

Do pou want to run or save this file?

Mame: ica32web.msi
Tupe: ‘Windows Installer Package, 5.64 ME
From: cagZ.oag.state.bx.us

Bun Save

“while files from the Intemet can be usebul, this file type can
o patertially harm your computer. If you do not trust the source, do not
run or save this software. What's the rizk?

File Download

2)

Some fles can ham your computer. If the file information below
looks suspicious, or wou do not fully bust the source, do not open of
save this file.

File name. ica32web.msi
File type:  Windows Installer Package
From: cagl.oag.state beus

@ This type of fle could harm your computes if it contains
malicious code

Would you like to open the file or save it to your computer?

[ Dpen ] { Save i [ Cancel ] [ Mose Infa

Figure #1
3.2.1 Executing the File

Click on Run or Open once more.

Internet Explorer - Security ¥Warning

Do you want to run this software?

Publisher: Citrir S¥stems, Inc
% |M|:ure options

Mame: Citrix Web Client

Figure #2

q While Files From kthe Internet can be useful, this file kvpe can potentially harm
vour computer, Only run software From publishers wou trust, What's the risk?
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3.3 Citrix Application Setup

When the download is complete, the Citrix Presentation Server Client Setup dialog will
display. Click Next> when the install screen below displays.

i'.g!;'- Citrix Presentation Server Client Setup

W—
CITRIX"

B 1 4|

Welcome to Citrix Presentation
Server Client Setup

It iz strongly recommended that you exit all “Windows programs
before running this =etup program.

Click Cancel to quit the setup program, then close any programs
wou hawve running. Click Mest bo continue the installation.

Wit RMIMG: This program iz protected by copuright law and
international treaties.

Unauthorized reproduction or distribution of thiz program, or any
portion of it may result in severe civil and criminal penalties. and
will be prozecuted to the maxinum extent pozsible under law.

Cancel

< Back
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3.3.1 Accepting the License Agreement

Select the option | accept the license agreement by clicking in the button next to

it. Click Next> .

ii-.‘!rl' Citrix Presentation Server Client Setup

License Agreement

*rou must accept the licenze agreement below to procesd.

CITRIZ(F) LICENZE AGEEEMENT

Use of this component is subject to the Citrix icense covering the Citrix product(s) with
which you will be using this component. This component is only licensed for use with
such Citrix product(s).

CT_code: EP_R_A32490

accept the license agreement
do not accept the license agreement

&
1

< Back I MHexst » I Cancel

3.3.2 Selecting Machine Name

If not already checked, select Use machine name as client name by clicking in

the box next to it. Click Next>.

i'-§' Citrix Presentation Server Client Setup ;lgﬂ

CiTRI

Client Hame

E ach client computer must have a unique client name. Citrix Presentation Server uses
thiz name to manage client printers and other system resources.

[V Use machine name as client name

Client name:  [ARCLIGHT

< Back Cancel
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3.3.3 Installation Confirmation

Click Next> one final time to confirm installation.

i'—;‘ Citrix Presentation Server Client Setup

Ready to install

Click Mext to begin Setup.

Click Back to modify your selection, or Mext to begin Setup.

Installation Swmnnary

Client Details

Name Action
Citrix Presentation Setver Client Install
Program Meighbothood Do ruot install
Program Meighbhothood A gent Do ruot install
W eh Client Install
< Back Cancel

Wait for the dialog box to display Citrix Presentation Server Client has been
successfully installed and press Finish.

{&# Citrix Presentation Server Client Setup

Updating System

The features you zelected are being installed.

Femaoving system registry values

Key: \SoftwarehClasses\CL5IDA\{238FEFB5-B8B4-11CF-8771-00402454.
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3.3.4 Closing Browser after Initial Setup

After the installation has finished, you must close your Internet Explorer browser

and re-open it. Access the Citrix web page by typing
https://cag1.0ag.state.tx.us/. Press Enter. If you receive a Security Alert box,

click OK.

Security Alert |
“ou are about to view pages over a secure connechion.
:-J..

Ay information pou exchange with thiz site cannot be
viewed by anpone elze on the Web.

[ In the future, do not show thiz warning

Mare Infa |

We recommend that you save this address either as a Shortcut on your desktop or
add it to your Favorites in Internet Explorer. See Appendix B or C for instructions.
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3.4 Installation Completion

You have now completed the Citrix installation (you will only have to complete the
installation once). Log in using cvemf for the userID and CvCm?7 for the password.
Notice the Message Center does not tell you that you need to install the client.

File Edit Miew Favortes Tools  Help

2} Web Interface Log In - Microsoft Internet Explorer

=101 =]

I
| &

@Back S IJ Iﬂ ﬁ|/ Search “"(Favuntes .{‘*| K

e

Address IEEJ https:/fcagl.oag.state.bx, us/Citrix/accessPlatformfauth/login. aspxPNFuse_FromLoggedoutPage=1

Office of the Attorney General — Texas
REMOTE ACCESS WEB PORTAL

B> = ‘Links &
=

Log in '&\-}
User name:
Passwaord:
Context:
I[Flnd Context] j
Tree:
Jras
advanced Options ===
Log In

Welcome

To log in, enter your OAG credentials, and then click Log In.

If you are having an issue connecting, please contact the Admin & Legal Helpdesk.

Admin & Legal Helpdesk

(512) 936-1699

helpdesk@oag.state.tx.us

Message Center

The Message Center displays any information or error messages that may occur.

For Official Use Gnly

ioffice of the Attorney General - State of Texas, UsA

Dsta security procadures have been installad on this systern. Usage is subject to security tasting and monitoring, Unsuthorized use is prohibited, Any athernp to circumvent OAG security or to
lenter unautharized data will be considered a violation of law and abusers are subject ta criminal prosecution,

|@'] Done

[T SO 4

E
//
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After typing in the userlD and password, you will be able to access the CVC Remote
system from the Applications window such as the one displayed below:

a Authenticated - OAG Remote Access Web Portal - Microsoft Internet Explorer ﬂﬂ ;Iglﬂ

File Edit View Favorites Tools Help | l';'

Q-0 -1 32 } £ |agdress Iﬁj https: /fcag 1.0ag.state, t.us Citrix AccessPlatform)site fdefault. aspx j ed o |GD:ngC‘EG' ;H’| » Q‘
=

Office of the Attorney General — Texas
REMOTE ACCESS WEB PORTAL

Applications @ @ Welcome, Cannot read AD for: cvemf

& Top @ up If you are having an issue with an application, please contact the Admin & Legal Helpdesk.
sz Email: Admin & Legal Helpdesk
H,] Phane: (512} 936- 1699
Vista Mainframe
Sessions

Log Off |

Message Center

The Message Center displays any information or error messages that may occur.

For Official Use Only
(Office of the Attorney General - State of Texas, USA

Datz security procedures have been installed on this system. Usage is subject to security testing and monitaring. Unautherized use is prohibited. Any attempt to circumvent
(OAG security or to enter unautherized datz will be considered 2 violation of law and abusers are subject to criminzl prosecution.

E

If you do not see the Vista Mainframe Sessions icon, contact the CVC Remote User
(512) 936-1768 or CVCRemoteUsers@oag.state.tx.us for assistance.

3.5 Launching an Application

line at

Access the CVC Remote system from the Citrix Applications window displayed on the left
side of the Citrix Access screen. When you click an application to launch it, the following

box will display:

Starting Microsoft Office Word

CitrixMetaFrame-

Checking vour credentials, ..

I
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3.5.1 Setting the ICA File Security to Launch Applications

One final initial setup screen may be displayed. Since Citrix is a trusted and a
secured application, we recommend you select Full Access and choose Never
ask me again for any application. Click OK..

ICA Client File Security

& gerver application iz tiving to access pour
local client files.

Wwhat access should be allowed?

Mo Access
" Bead Access

Do wou want to be azked again®™

i Always ask me once per connection
i Mever ask me again for this application

* Mever ask me again for any application

Ok I Carncel

Citrix Procedures_08172007.doc

Page 12 of 15

2/1/2008



Citrix Configuration and Access Procedures

4. Additional Information

4.1 Internet Service Provider

Although you can access this site through a modem dial-up connection of 28.8kbps or
more, we recommend that you use a Digital Subscriber Line (DSL) or Cable Modem
connection with a local service provider in your area.

4.2 Technical Support

If you have any questions, please contact the CVC Remote User line at (512) 936-1768 or
CVCRemoteUsers@oag.state.tx.us for assistance.
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Appendices

Appendix A - Information on Restricted User Accounts in Windows XP

Restricted accounts, such as user-level accounts, can use the computer, but they can't make
any significant changes. If you are unable to install Citrix you probably have a restricted user
account and will need to login as an Administrator; or get whomever configured your computer
to change your access level so you can install Citrix.

Appendix B - Adding a Desktop Shortcut

To add a Citrix desktop shortcut, you have two options. The first option is to select File, Send,
Shortcut to desktop, from the Internet Explorer menu and it will automatically create the icon
on your desktop. The second option is to scroll your mouse over the area circled below on your
Internet Explorer browser. When the cursor switches into an arrow icon, click and hold your left
mouse button. Drag your mouse to the Task Bar at the bottom of your screen (your desktop will
display), and while continuing to hold your left mouse button, drag the icon to your desktop and
release the mouse button. The shortcut will be created.

2} Web Interface Log In - Microsoft Internet Explorer

=10 x|
File  Edit Wiew Favorites Tools Help | :j.'
Q Back ~ () ~ \ﬂ \ELI _'\| 7 | Search ‘:;'\':(Favnrites {_‘3 g = - j‘:‘
Agdres1 I.gj H:tps:,f,l’cagl.oag.state.tx.us,l’Citrix,l’nccessPIatForm,l’auth,l’Iogin.aspx?NFuse_FromLoggedoutPage=1 j Go | Links **
Ofhice of the Attorney General — Texas
Log in & | Welcome
User name: To log in, enter your OAG credentials, and then click Log In.
I If wou are having an issue connecting, please contact the Admin & Legal Helpdesk.
Password:
I Admin & Legal Helpdesk
(512} 936-1600
Context: helpdesk@oag.state. tx,us
I[Find Context] j
Troo: Message Center
|Tac ) ) )
The Message Center displays any information or error messages that may occur,
Advanced Cptions =»=>
Log In |
For Official Use Only
office of the Attorney General - State of Texas, USA
[rata security procedures have been installed on this system. Usage is subject to security testing and monitoring, Unauthorized use is prohibited, Any attermp to
circumnwent OAG security or to enter unauthorized data will be considered a violation of law and abusers are subject to criminal prosecution.
[&] |_|_|_|_|—[§'|Q Trusted sites 7
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Appendix C - Adding an Internet Favorite

To add the Citrix web page to your favorites, select Favorites from the Internet Explorer menu
bar, and then select Add to Favorites... from the drop down menu. A box will pop up that will
allow you save the page to your favorites. Click OK.

Add Favorite d |
* Interret Explarer will add this page ta pour Favarites list.

[~ Make available affline LCustamize,.. | Zancel |

I ame; I'-.-'-.-'el:u Inkerface Log In Create in x> |
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